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Abstract 

Cloud computing is a model that enables users to take advantage of remote data 

storage services in the cloud. With all the advantages of cloud computing, users 

lack physical possession of external data and this has made the process of 

maintaining the confidentiality of data stored in the cloud even more important. So 

that users can resort to cloud storage instead of local storage, along with reducing 

their concerns about the need to verify the integrity of their cloud data. Therefore, 

the concepts of confidentiality and data integrity have become two challenges that 

directly affect the security and efficiency of the performance of cloud systems. 

This is because one of the assumptions of the threat models is that Cloud Service 

Providers (CSPs) cannot be completely trusted.  

 This thesis focused on the goal of overcoming these challenges while paying 

attention to two aspects of data security concerns. The first aspect is concerned 

with preserving the confidentiality of data, so the data must be stored in the form of 

an encrypted file. While the second aspect is concerned with proof of data 

possession concern. Therefore, an effective auditing method must be relied upon to 

ensure periodic remote verification of the data of cloud computing users, while not 

keeping any copies of the data on local storage and this achieves the basic aspects 

to overcome these challenges in terms of the level of security, public auditing and 

effective performance. Since public cloud storage auditing is one of these basic 

aspects, this made cloud users rely on Third-Party Auditors (TPA) to verify the 

integrity of cloud data. But this audit process should not add any security gaps in 

the privacy of users' data nor provide them with any extra burden on the Internet. 

So a facility should be in place to increase the reliability of the TPA and maintain 

the privacy of user data stored in the cloud. Therefore, this thesis proposes an 

effective cloud data public auditing system based on Boneh-Lynn-Shacham (BLS) 
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signature, to ensure public auditing and maintain data privacy. The proposed 

system also realizes batch audits and dynamic data processes. Besides, the 

proposed system enhances the level of security authentication through Automatic 

Blocker Protocol (ABP) to protect the system from unauthorized TPA. As for the 

overall security and performance analysis, the proposed system is very secure and 

effective, as it is considered more efficient and secure compared to previous work. 

The proposed system used a data set (Berka), which is a collection of financial 

information from a Czech bank. The cloud data auditing rate was 100% and has the 

lowest costs in terms of computation and communication overheads. 
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CHAPTER ONE  

GENERAL INTRODUCTION 

1.1 Introduction 

The cloud computing paradigm is the next development of an organization's 

Information Technology (IT) because it provides many unmatched services in 

IT include self-service on request, access to the network from anywhere, fast 

resource adaptability, location independence, payment based on usage and risk 

management [1,2]. Cloud computing is a good experience with deep 

implications for changing the way enterprise uses IT. One of the key aspects of 

this model is that the data is focused or intended for cloud computing. From the 

viewpoint of users, involving information technology enterprises and 

individuals, remote data storage in the cloud paradigm in a flexible on-request 

method brings good advantages such as reduce the load on storage 

management, overall data access to different geographic positions and decrease 

spending on devices, software, maintenance, etc. [3]. Cloud storage is one of 

the basic technologies in the cloud paradigm. Many systems discussed it for 

low cost and high efficiency of cloud storage; therefore cloud data storage will 

transform data centers into a large-scale computing service. Of course, the fast 

growth of bandwidth to the network combined with trust and flexible 

connection of the network will make users enjoy high-quality cloud services 

[4]. Cloud storage is dissimilar from traditional storage technologies. It affords 

large storage space for users and access to data through separate geographical 

locations. In other words, cloud users can easily access external data from any 



Chapter one                                                                          General Introduction 

2 

 

device connected to the network and connected to the cloud model anytime and 

anywhere [5]. 

This chapter first introduces an introduction to cloud computing followed 

by motivation, problem statement, importance of the thesis, contributions, 

related work and finally, a thesis outline is presented. 

1.2  Motivation 

Despite the enormous benefits of the cloud model, there are also security 

challenges facing users through their use of outsourced data. Since the 

management entities of the CSP are separate, the users will relinquish control 

over their data. Thus, there are many reasons why data correctness on the cloud 

is at risk. First, cloud computing infrastructures face external and internal 

threats to data integrity, instances of service unavailable and security breaking 

of noticeable cloud computing services emerge from one interval to another 

[4,6]. Moreover, cloud service providers have many incentives to perform 

dishonestly to the status of cloud computing users concerning their external 

data. For instance, cloud service providers probably retrieve storage related to 

financial issues by ignoring unused data or rarely used, or even through hiding 

data accidents to maintain their reputation [7,8]. In short, the cloud offers no 

guarantee of data integrity, despite the economic advantages offered by the 

cloud to store data on a large scale and in the long term. This problem may 

prevent the successful application of the cloud architecture, if not addressed 

correct manner. On the other hand, users of cloud computing do not possess 

their data storage, so the use of traditional encryption methods to protect their 

data may not be used directly [8]. Particularly, because of the high cost of input 

and output over the network, it is not possible to provide a workable solution to 
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download and verify all data. Also, detect the data damage, is mostly 

inadequate only when data is accessed, as it does not allow users to ensure the 

authenticity of their data that has not been accessed and it may be too late to 

detect the data corruption or loss. Data verification on the cloud can be costly 

to cloud users compared to the large size of data that can be obtained from 

external sources in addition to the user's limited resource capacity [9,10]. 

Thus, to ensure data integrity, it is important to activate the public auditing 

service for the data stored in the cloud computing model, so that cloud users 

can authorize a third party as an independent auditor to audit the external data 

when necessary. Cloud users do not have experience auditing cloud data 

integrity, so there is a need to use TPA on behalf of users to accomplish this 

task; this is an easy and effortless way for users to make sure the data stored in 

the cloud is correct [11]. In addition to helping cloud users, TPA work will also 

be beneficial to cloud service providers in terms of upgrading the cloud 

services platform [7,12]. As the result, enabling the services of public auditing 

will play a significant function in making this newly emerging technique fully 

established, as users need means to evaluate risks and earn confidence in the 

cloud.  

Recently, several systems have been proposed [14,16,13,15,4] to verify data 

integrity in a cloud computing environment without recovering the whole data. 

Some of these systems use integrity checks through random sampling, which 

are limited to queries, while others use integrity checks without the possibility 

of public verification. Also, some of the schemes mentioned above are not fit 

for third-party auditing and other systems do not support dynamic data 

operations or batch audits. The systems suggested by [17, 18, 8] include 

ensuring that privacy-preserving even though [19, 18] is insecure while [18,8] 
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is ineffective. The system suggested by [18] is a general audit system with 

privacy in the cloud model environment but is not secure. The reason for the 

insecurity of this system is improper identification and the use of private and 

public parameters during the signature creation process. Therefore, users' 

mistrust of the cloud and the issues mentioned in the systems above, are those 

factors that motivated us to suggest this thesis.  

1.3  Problem Statement  

Storing data in cloud computing bring many problems, largely due to a loss 

of control over physical control. These issues greatly affect data security as 

well as the performance of cloud computing systems. This means that data in 

the cloud is vulnerable to many attacks. This thesis focus on the major security 

issues in the cloud environment, including data confidentiality and data 

integrity issue. 

a. Data Confidentiality Problem: Due to data transfer between cloud service 

providers (CSP) and users, the data confidentiality problem is increasing. 

This is because consumers of the cloud outsource their data from managed 

and somewhat unreliable servers.  

b. Data Integrity Problem: Because users lose physical control over their 

data in cloud computing, involuntary security breaches may occur. For 

example, the CSP may lose users' data due to hardware failure, unintended 

bugs, or outside intrusion. Or that CSP tries to hide this incident to preserve 

its reputation. Also, unhonest CSP will unintentionally remove redundancy, 

resulting in major data errors in terms of their ability to recover or cause 

data loss.  
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1.4 Importance of the Thesis 

The leading U.S. market research firm Gartner released a report “Assessing 

the Security Risks of Cloud Computing”, this report demonstrates that cloud 

computing has many risks to data integrity, data recovery, privacy, etc. [20]. 

Therefore, the main importance of this thesis arises from: 

a. This thesis should alleviate the fear of many cloud computing users. 

b. The integrity check can be performed without having to save a copy of the 

data locally. 

1.5 Contributions of the Thesis 

To address the above challenges and resolve gaps in previous works, this 

thesis introduces a system for storing dynamic cloud data in a standard security 

model based on BLS signature. The main contributions of this thesis are: 

a. Propose a remote data integrity auditing system based on the BLS signature, 

that guarantees public auditing, privacy-preserving and batch auditing. 

Moreover, the proposed system also supports data dynamic operations. 

b. The proposed system supports data confidentiality in cloud storage 

environments using the AES encryption algorithm. 

c. Extend the proposed scheme to enhance the level of authentication for 

security by the ABP to protect the proposed scheme from unauthorized 

TPA. 

d. Evaluate the proposed system through security analysis and have been 

proven secure in a random oracle model assuming the stability of the CDH 

problem. The system also has been proven efficient via performance 

analysis, as well as compare with related systems. The communication 

overhead of the proposed system is 𝑂(𝑛). 
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This thesis aims to design a secure and effective data auditing system in a 

cloud computing environment. Based on security and performance analysis, it 

can be concluded that data confidentiality and data integrity are important 

factors that must be taken into account when designing a data protection 

system in cloud environments. The results of the proposed system indicate that 

the confidentiality of user data enjoys greater privacy and security with lower 

computational costs. Moreover, data auditing and privacy are maintained 

efficiently and securely with lower communication costs. 

1.6 Related Work 

Recently, the integrity and privacy of cloud data have been addressed in 

many schemes. There are some schemes such as, Ateniese et al. [14] who 

proposed the first public audit scheme relying on RSA signatures and random 

sampling methods to present probabilistic evidence of data possession by a 

remote server. They have given two protocols for data possession which are S-

PDP (Secure Provable Data Possession Schemes) and E-PDP (Efficient 

Provable Data Possession Schemes). S-PDP offers a robust data possession 

assurance; however, it is less efficient than E-PDP. One limitation of this 

scheme is that it is valid for static data only. The restrictions on dynamic data 

processes in a PDP were partially addressed in [37] by permitting modification, 

deletion and append processes. But, the insertion process is still not maintained 

in this scheme. The efficiency and scalability are realized in this scheme by 

using symmetric cipher and hash functions. Whilst this scheme lacks the 

randomness in challenges and therefore has been shown to be unreliable 

because CSP can cheat by temporarily storing responses. And for this, there 

were restrictions on the number of times a data owner could query about the 

integrity of their data. 
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While Shacham et al [13]. They proposed two systems POR for static data. 

The first one is based on short BLS signatures with public auditing. Whereas 

the second one relies on Pseudo random functions for longer queries and short 

responses, with special support only for verification. Other properties included 

non-blocking verification, unforgeability and unlimited queries, however, these 

systems fail to avoid data leakage. Wang et al. [8] focused their system on the 

use of utilized bilinear pairing, RSA and Merkle Hash Tree construction for 

BLS signatures to realize public auditing as well as data dynamics. Though, 

this system lacks privacy-preserving, a prerequisite for the possibility of public 

auditing. And after the development of these systems, introduced Wang et al. 

[19] a verifiable public scheme that could support dynamic operations on the 

data. Additionally, they have supported batch auditing, which lets multiple 

auditing be achieved simultaneously. However, this scheme incurred additional 

performance overheads upon receiving failed audit responses and anyone could 

modify the data without being detected. 

In addition, Ateniese et al. [38] improved PDP by introducing robustness to 

its scheme. But it still does not support dynamic operations and public 

validation. Forward Error Correction Code (FEC) is used in the mentioned 

scheme to achieve data recovery. In this regard proposed Lee et al. [39] a 

scheme implemented using RSA-based algorithms and used Hash functions 

(SHA-1 and SHA-512), pseudo-random functions and pseudo-random 

permutations. This scheme is efficient in terms of data storage and as well as in 

its utilization of bandwidth. However, the mentioned system is only applicable 

to static data, although it supports public verification and privacy protection. 

In light of this development in systems, Q. Wang et al. [17] introduced a 

system that could trust the task of allowing TPA to authenticate the integrity of 



Chapter one                                                                          General Introduction 

8 

 

dynamic data stored in cloud computing. The first recognized the potential 

security issues of direct extensions with dynamic data and then introduced how 

to create a verification system to achieve data dynamics. In addition, they 

explored the bilinear aggregate signature to extend their results into a multi-

user setting, in which a TPA can fulfill multiple audit tasks simultaneously. 

However, they didn’t address the issue of privacy-preserving. While Hao et al. 

[40] proposed a scheme that supports public auditing without TPA. In addition, 

this scheme does not leak information to any party. A disadvantage of this 

system is that it does not support batch auditing. While maintaining on 

preserves privacy the scheme proposed by Wang et al. [41] Supports public 

verification of remote outsourced storage shared by multiple users, in a manner 

that preserves privacy. To support public auditing, group signatures are used 

for homomorphic authenticators and homomorphic MACs form for storage 

efficiency to support the public audit. Although privacy is provided, it is unable 

to identify small corruption cases and the costs of sampling and calculation 

increase with the increase in the masses from which samples are taken. Provide 

traceability for a large number of users without affecting verification 

performance. 

To support public auditing, C. Wang et al. [42] suggested a cloud storage 

scheme supporting privacy-preserving public auditing. They extended their 

result to enable the third-party auditor to achieve audits for various users 

simultaneously. Shuang Tan and Yan JIA [43] combined the ID-based 

collective signature and public validation to create the data integrity schema. 

Therefore, the third-party auditor not only authenticates the integrity of 

external data on behalf of cloud users but also improves the burden of verifying 

tasks with the help of user identity. Likewise, S.G Worku et al. [44] proposed a 
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public auditing system with a third-party auditor who would audit data on 

behalf of users but for the static data only.  

In the feature of supporting static data, Ren et al. [45] proposed a mutual 

verifiable provable data possession system, which uses the Diffie-Hellman key 

to construct a homomorphic authenticator. In particular, the verifier in their 

system is stateless and independent of a cloud storage service. The limitations 

of this system are that it does not support batch auditing also. Whereas, Yu et 

al. [46] introduced a zero-knowledge privacy scheme to guarantee that the 

third-party auditor knew nothing about customer data from all available 

information. The main limitation of this scheme is that it does not support 

batch auditing for multiple users at the same time [47]. Zhang et al. [48] 

proposed two ID-based public auditing systems by combining Waters’ 

signature and public auditing of cloud data. In [49] they suggested a data audit 

scheme based on Merkel's relatively indexed and time-stamped hash for cloud 

computing. They guaranteed that the external data was not polluted and that 

they also included restoring the last copy of the data. This scheme supports 

public data auditing and supports dynamic data operations. However, this 

scheme does not support batch auditing. Y. Li et al. [50] proposed a data 

integrity auditing scheme based on the Fuzzy identity of trusted cloud systems. 

Sookhak et al. [51] suggested a remote data integrity scheme that utilizes 

algebraic characteristics of external files in the cloud. They utilize the Divide 

and Conquer table data structure. The drawback of this scheme does not 

support batch auditing. Shen et al. [52] proposed a public auditing scheme that 

supports blockless verification and batch auditing. The dynamic structure of 

this scheme involves a doubly linked information table and a location array. 

So, the computational and communication overheads substantially can be 
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reduced. The limitations of this scheme do not support privacy preservation. F. 

Wang et al. [53] suggested a dynamic structure and created an identity based 

non-repudiable dynamic provable data possession system for cloud computing 

by using index logic tables. This system resisted may attack and avoids the 

synchronization issue. Moreover, in dynamic operations, this system had lower 

storage costs and computation costs. However, this theme cannot satisfy the 

definition of the strictest privacy protection model.  

To support privacy preserving, Luo et al. [54] proposed an integrity 

verification scheme of cloud data based on BLS signature, which ensures 

public auditing and data privacy preserving. The limitations of their scheme are 

only static data supported. Shane et al. [55] proposed a scheme that addresses 

auditing concerns. They used a utilized method based on the use of signatures 

based on fuzzy identity. Although this scheme only takes into account static 

data and does not take into account the dynamic operations on the data. Fan 

[56] suggested a system using identity-based aggregate signatures as the data 

integrity checking system which resorts trusted execution environment as the 

auditor to check the outsourced data on the local side. They also achieved 

secure key management in a trusted execution environment, and it is extended 

to fully support dynamic data operations. In addition, they considered the 

situation of multiple file requests for outsourcing concurrently, which can 

significantly improve the efficiency of integrity checking. With all these 

advantages of this system, they did not use public auditing and replace the third 

party auditor with one secure environment on the client side. 

For data dynamics, T. Shang et al. [57] proposed a dynamic scheme for 

identity-based data auditing. To achieve dynamic operations in their scheme, 

they used Merkle's hash data structure to validate the block tag and thus helped 
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to update the data while ensuring integrity. Shinde et al. [58] supported a 

private auditing system, as this system used a double level encryption 

algorithm for the data file using 256-bit AES algorithm and BLOWFISH 

algorithm to protect data in the cloud. However, the computational cost of the 

user-side is high and this system does not support data dynamics as well. 

Likewise, Ge et al. 2019 [36] supported private auditing by suggesting 

exploring search investigation using keywords encrypted dynamic cloud data 

with symmetric key-based validation. They designed a new cumulative 

authentication tag based on symmetric key cryptography to create a cumulative 

authentication tag for each keyword. The disadvantage of this system does not 

support batch auditing. The scheme proposed by Lu et al. [15] supported 

private auditing and they have proposed a cloud data sharing system for mobile 

devices. Their system can ensure authorized access to data with security checks 

before sharing data with users, to avoid incorrect calculation. Their system also 

achieved lightweight mobile device operations on both the data owner and data 

requester sides. However, their system did not support dynamic data operations 

and batch auditing. Whereas Ping et al. [4] suggested a system for public data 

integrity based on algebraic signature and elliptic curve coding. This system 

allowed TPA to authorize users to verify the integrity of external data, and 

additionally resist malicious attacks such as replay attacks, and replace attack 

and forgery attacks. Data privacy is assured by symmetric encryption. 

Moreover, they created a data structure called divide and conquer hash list, 

which can realize data updating processes. They did not consider the situation 

of multiple files requested for outsourcing concurrently. The scheme proposed 

by Sun et al. 2020 [5] supported the public auditing and used an authenticated 

data structure named privacy-preserving adaptive trapdoor hash authentication 

tree by introducing trapdoor hash and BLS signature to the Merkle hash tree. 
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They supported data integrity in their proposed scheme, but they did not 

achieve batch auditing and cloud data confidentiality.  

However, previous studies have not highlighted all of the key features of 

data integrity (public auditing, supporting data dynamics, blockless 

verification, privacy preservation, unrestricted challenge repetition, 

recoverability, batch auditing). Little attention has been paid in previous 

studies to selecting a large-scale and appropriate method for ensuring the 

integrity of data stored in the cloud. Therefore, a good system should focus on 

these important features of cloud model security and provide solutions to the 

issue of providing data confidentiality and data integrity, to be a secure and 

efficient system at the same time. Table 1.1 explains the comparison of 

previous works mentioned in this related works. 

Table 1.1: Functionality comparison of auditing schemes 

Schemes Public 

auditability 

Data 

dynamics 

Privacy 

preserving 

Blockless 

verification 

 

Unbounded 

use of 

queries 

Batch 

Auditing 

[14] Yes No No Yes Yes No 

[37] Yes Yes Yes No No Yes 

[13] Yes No No Yes Yes Yes 

[8] Yes Yes No Yes No Yes 

[19] Yes Yes No Yes Yes Yes 

[38] No No Yes Yes Yes Yes 

[17] Yes Yes No Yes Yes Yes 
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[40] Yes Yes Yes Yes Yes No 

[41] Yes No Yes Yes Yes Yes 

[42] Yes Yes Yes Yes No Yes 

[43] Yes No No Yes Yes No 

[44] Yes No Yes Yes No Yes 

[45] Yes No No Yes Yes No 

[46] Yes Yes Yes Yes Yes No 

[47] Yes No Yes No Yes No 

[48] Yes No No No No No 

[49] Yes Yes No No Yes No 

[50] Yes No Yes No Yes No 

[51] Yes Yes No No Yes No 

[52] Yes Yes No Yes Yes Yes 

[53] No Yes Yes No Yes No 

[54] Yes No Yes Yes Yes Yes 

[55] Yes No No Yes Yes No 

[56] No Yes Yes No Yes Yes 

[57] Yes Yes Yes No Yes No 

[36] No Yes Yes Yes Yes No 

[15] No No Yes Yes Yes No 
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[4] Yes Yes Yes Yes Yes No 

[5] Yes Yes Yes No No No 

It is evident from Table 1.1 that the current systems were not able to 

achieve all the mentioned goals. Therefore, this thesis aim to build a secure and 

efficient system that can achieve all goals with a lower cost of computation and 

communication. 

1.7 Thesis Outline 

This thesis is organized as follows: 

Chapter Two: ‘Background’ this chapter provides background on cloud 

computing, along with a detailed related works analysis, and a summary of the 

chapter. 

Chapter Three: ‘Proposed System’ introduces a secure and efficient public 

auditing scheme based on BLS signature and ABP, to ensure public scrutiny 

and privacy preservation of data integrity in a cloud computing environment. 

Chapter Four: ‘Evaluation’ evaluates the proposed system through analyzing 

security and performance, as well as comparing it with related works.  

Chapter Five: ‘Conclusions and Future works’ this chapter provides 

concluding observations and suggestions for future work.
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CHAPTER TWO  

THEORETICAL BACKGROUND 

This chapter aim to provide a detailed overview of cloud computing 

and its benefits along with the challenges facing cloud computing. In 

addition to presenting cloud storage concerns and security issues of cloud 

computing, with a detailed explanation of the technologies used in the 

proposed system. Moreover, this chapter present the features of data 

integrity. Finally, provide a summary of this chapter. 

2.1 Cloud Computing Overview  

The National Institute of Standards and Technology (NIST) defines cloud 

computing as “a model for enabling ubiquitous on-demand network access to a 

shared pool of configurable computing resources, (e.g., networks, servers, 

storage, applications and services) that can be rapidly provisioned and released 

with minimal management effort or service provider interaction”. This cloud 

model is composed of five essential characteristics, three service models and 

four deployment models [21]. 

2.1.1 Essential Characteristics  

 Cloud computing has five basic characteristics, these characteristics must 

be present in any cloud computing model, meaning that if you lose any of these 

characteristics, it is not cloud computing [22]: 
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a. Self-Service on-Demand: The client has computing capabilities such as 

server time and network storage and is automatic according to his need so 

that there is no need for human interaction with each service provider. 

b. Broad Network Access: Network capabilities can be accessed through 

standard mechanisms that enhance the use of client platforms (such as 

laptops and mobile phones). 

c. Elastic Resource Pooling: The service provider's cloud computing 

resources are pooled in order to provide service to many consumers 

through the use of a multi-tenant model, in addition to allocating various 

physical and virtual resources and dynamically reallocating them according 

to consumer demand. Examples of these resources are storage, memory, 

processing and network bandwidth. 

d. Rapid Flexibility: Capabilities can be provided quickly, flexibly, and in 

some cases automatically, in order to rapidly expand and edit. To the 

consumer, the capabilities are often unlimited and can be purchased in any 

quantity and at any time. 

e. Measured Service: Cloud systems have the ability to automatically control 

and enhance resource use by utilizing the metering ability at a specific 

level of abstraction appropriate to the type of service (e.g., storage, 

bandwidth, processing, and active user accounts). It provides transparency 

to both the service provider and the service consumer by monitoring, 

controlling and reporting resource use. 

2.1.2 Deployment Models  

Cloud deployment models describe ways in which cloud services can be 

deployed or made available to their customers. Typically, four models are 

distinguished, which are public, private, community and hybrid clouds [22]: 
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a. Private Cloud: A private cloud can be defined as a cloud infrastructure that is 

provided for use by only one organization and involving many consumers. It is 

both owned and managed by the organization or by a third party, or they are 

combined and this cloud may be inside or outside the building. As for private 

cloud deployment, this is done through the use of open-source tools such as 

Openstack and Eucalyptus. The private cloud has the advantages of being small 

compared to other cloud models and being easy to maintain (maintenance is 

done by the organization itself). This is in addition to the security and privacy 

that this cloud provides to the user. Despite these advantages, the budget issue 

is a limitation of the private cloud [22]; Figure 2.1 depicts the private cloud. 

 

Figure 2.1: Private cloud [22] 

b. Public Cloud: A public cloud is defined as the cloud infrastructure that is 

provided for use by the general public. It is operated and managed by an 
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academic or governmental institution or company or is merged. They are 

often found on cloud service provider's premises. The user can easily 

purchase the resources based on the time and need for these resources. As 

for resources, they are on the premises of the cloud provider, which is why 

there is no need for any pre-built infrastructure to use the public cloud. 

Cloud services providers respond to all requests, hence, these resources are 

endless on one side. There are many types of public cloud, for example, 

Amazon AWS, Microsoft Azure, etc. The public cloud has many 

advantages, the most important of which is that there is no need to create an 

infrastructure to set up the cloud, it is relatively less expensive than other 

cloud models, the number of users is unlimited and the scalability is very 

high. However, the public cloud is not without some problems, the most 

important of which are lack of security, privacy and organizational 

independence [22], Figure 2.2 depicts the public cloud. 

 

Figure 2.2: Public cloud [22] 
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 c. Community Cloud: A community cloud is a cloud infrastructure that is used 

exclusively by a specific community of consumers in organizations in which 

some common interest is created (for example, mission, policy, security 

requirements and compliance considerations). It is owned, managed and 

operated by one or more organizations or by a third party or they are combined. 

It is an additional extension of the private cloud. In other words, in this cloud, 

the private cloud is shared between many organizations. Collectively, the cloud 

is maintained either by one organization or by all organizations. Community 

cloud has a major advantage in that organizations can share resources with 

each other based on specific concerns.  

This means that organizations here can extract the power of the cloud, 

which is greater than the private cloud, plus they can usually use it at a lower 

cost. It is very suitable for organizations that cannot afford the private cloud 

and cannot work in the public cloud as well. However, this cloud is often 

represented by a loss of independence, which means that security features are 

not as required as they are in a private cloud, and if there is no collaboration, 

they are not appropriate; Figure 2.3 depicts the community cloud. 
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Figure 2.3: Community cloud [22] 

d. Hybrid Cloud: It is a cloud infrastructure that often consists of two or more 

cloud infrastructures (private, public, or community) that remain in the form of 

unique entities, but is linked to each other through standard technology. A 

mixture of public and private clouds is often known as mixed clouds. Hence, 

we will get a combination of both private and public withdrawal benefits. 

Usually, the way to use hybrid cloud is to have a private cloud at first, then in 

order to make use of additional resources, public cloud will be used. A hybrid 

cloud can be considered as a private cloud that extends to the public cloud and 

this will enable us to benefit from the power of the public cloud by maintaining 

the characteristics of the private cloud, which can be greatly expanded and the 

provision of security in this cloud is better than the public cloud. Eucalyptus is 

an example of a hybrid cloud. While the disadvantage of this cloud is that the 

security issue is not as good as the private cloud and its management is 

complex [23], Figure 2.4 depicts the hybrid cloud. 



Chapter Two                                                                   Theoretical Background 

15 

 

 

Figure 2.4: Hybrid cloud [23] 

2.1.3 Service Model 

There are three types of services in which cloud computing resources are 

available to end-users: Software as a Service (SaaS), Platform as a Service 

(PaaS) and Infrastructure as a Service (IaaS) [24]. 

a. Software as a Service (SaaS): The capability provided to the client is to use 

the provider’s applications running on a cloud computing infrastructure, 

including servers, network, storage, operating systems and application 

capabilities, with the possible exception of limited user-specific application 

configuration settings. The applications are accessible from many client 

devices through either a thin client interface, such as a web browser. The client 

does not manage or control the cloud computing infrastructure. Applications 

offered as a service include business analytics and online accounting software. 

b. Platform as a Service (PaaS): The capability provided to the client is to 

deploy onto the cloud computing infrastructure client-created or acquired 



Chapter Two                                                                   Theoretical Background 

16 

 

applications produced using programming languages, services, libraries and 

tools supported by the provider. The client does not manage or control the 

cloud computing infrastructure but has control over the deployed applications 

and possibly configuration settings for the application-hosting environment. In 

other words, it is a packaged and ready-to-run development or operating 

framework. The PaaS vendor provides storage, networks and servers, and 

manages scalability and maintainability. The client typically pays for services 

used. Examples of PaaS providers include Microsoft Azure Services and 

Google App Engine. 

c. Infrastructure as a Service (IaaS): The capability provided to the client is 

provision processing, storage, networks, and additional important computing 

resources on a pay-per-use basis where he can deploy and run arbitrary 

software, which can include applications and operating systems. The client 

does not manage or control the cloud computing infrastructure but has control 

over the operating systems, storage, and deployed applications and possibly 

limited control of select networking components. The cloud service provider 

owns the equipment and is responsible for maintenance. Amazon Web Services 

(AWS) is an example of an IaaS provider. 

2.1.4 Cloud Architecture  

The technological model consists of architecture; it is a hierarchical view 

that describes the technology. Likewise, the cloud contains an architecture that 

describes how it works. It includes the components it's working on and also the 

dependencies it's working on. The cloud is known to be a modern technology 

that depends entirely on the Internet. Figure 2.5 depicts the cloud architecture. 

The cloud architecture is divided into four layers, depending on the user's 

access to the cloud and it as follows [25]. 
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Figure 2.5: Cloud architecture [25] 

a.  User/Client Layer: It is the lowest layer of the cloud architecture, where all 

clients or users belong to this layer. In other words, this layer is where the user 

or client begins the connection to cloud computing. 

b. Network Layer: It is the layer that allows users or clients to connect to the 

cloud. Since the entire cloud infrastructure depends on this connection, services 

are provided to clients. 
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c. Cloud Management Layer: The cloud management layer consists of the 

software used in managing cloud computing. This software may be an 

operating system, or management software that allows for resource 

management or it may be software that acts as an interface between the data 

center and the user. 

d. Hardware Resource Layer: This layer includes provisions for actual 

hardware resources. Generally, in the case of public cloud computing, the data 

center is utilized at the back end. Also, in a private cloud, it can be a data 

center, which is a massive collection of interconnected hardware resources 

located in a specific location or highly configured system. The hardware 

resource layer comes under the purview of SLAs. This is the most important 

layer governing SLAs. When a user accesses the cloud, it should be available 

to users as quickly as possible and it should be within the time specified by the 

SLAs. Therefore, if there is any conflict in providing the resources or 

applications, the cloud service provider shall pay the penalty. 

2.2 Cloud Computing Benefits 

Many benefits of cloud computing can be summarized as follows [23]: 

a. Achieve Economies of Scale: It means increasing the volume of production or 

productivity by using fewer systems and thus reducing costs per unit in a 

project or product. 

b. Reduce Spending on Technology Infrastructure: Ease of access to data and 

information and the least amount of upfront spending through the use of a pay-

as-you-go approach. This makes use and payment similar to reading an 

electricity meter at home, which is based on demand. 

c. Globalize of the Workforce: Through an internet connection, people all over 

the world can access the cloud. 
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d. Simplify Processes: The ability to do more works in less time and with fewer 

resources. 

e. Reduce Costs: You no longer need to spend a lot of money on software, 

hardware, or licensing fees. 

f. Accessibility: The ability to access applications and data anywhere, anytime, 

using any smart device and made our life much easier. 

g. Less Staff Training is required: that is, doing work on the cloud requires fewer 

people, while reducing the learning curve about software and hardware 

problems. 

h. Reducing Maintenance and licensing Software: Since there are not many local 

computing resources, maintenance becomes inexpensive and software system 

innovations and updates depend on vendors or cloud providers. 

i. Flexibility: In a work environment, changes can be made quickly without 

serious problems. 

2.3 Cloud computing Challenges  

There are some challenges in cloud computing, and the following are the 

notable challenges associated with the cloud [26]: 

a. Security and Privacy: These two issues are the "hot buttons" surrounding 

cloud computing associated with storing and securing data, as well as 

monitoring the cloud used by service providers. These issues generally slow 

down the deployment of cloud services. 

b. Lack of Standards: cloud computing has documented interfaces, though, there 

are no standards associated with these, so it is unlikely that most of the clouds 

will be interoperable. 
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c. Continuous Development: As user requirements continuously evolve, so do 

the requirements for networks, storage and interfaces. In other words, this 

means that the cloud is constantly evolving as well. 

d. Compliance Concerns: In some countries, regulations and laws do not allow 

personal data to be stored outside the country [27]. 

2.4 Cloud Storage Concerns 

Cloud storage as a service is beneficial for both cloud users and cloud 

service providers. As cloud users bear the lowest costs of principle investment, 

cloud users will be relieved of the responsibility for infrastructure maintenance. 

Using cloud storage provides the user with location-independent access to the 

cloud services [28]. 

At the same time, the cloud service provider is gaining high returns on the 

available infrastructure by sharing this revenue with multiple users. Using 

resources at this high level improves energy consumption, but despite these 

benefits from cloud storage, it has some inherent weaknesses, which is that it is 

always assumed that the cloud service provider is not reliable and may have 

malicious motives. Malicious either intentionally (charging all data and 

deleting data not accessed after analyzing usage statistics or keeping fewer 

replicas according to commitment) or unintentionally (the service provider 

itself does not know if bad sectors have been created in the disk or Hard drive 

crashes). Below are user concerns about cloud storage [29]. 

a. Unauthorized Access: In cloud computing, data can be scattered across 

various locations and servers. Therefore, the user does not have control over 

his data nor can he maintain it. Therefore, one of the problems with cloud 
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storage is the risk of unauthorized access. Likewise, re-allocating storage 

space, reusing drives, or disposing of equipment may lead to data breaches. 

b. Espionage of Cloud Provider: Users are hesitating to adopt cloud storage 

because they are often concerned that service providers might try to obtain 

sensitive information from their data without their knowledge or consent. 

Especially when there is confidential information in the data such as credit and 

bank card numbers, medical data, etc. 

c. Data Lock-in: Users may get bound to a specific service provider and it is 

difficult to switch from one service provider to another because each cloud 

service provider has its own format for storing data. There are no standards that 

determine how data is stored and how it is preserved in the cloud. Likewise, the 

continuous change in cloud-based services is also creating problems for user 

data. 

d. Stability of Cloud Provider: Cloud storage is assumed to offer high 

availability. But is the cloud service provider stable? This includes the 

following questions: 

 How many stable cloud service provider services and how often do they 

change? 

 Can the occurrence of natural disaster risk be reduced by using a CSP cloud 

service provider? 

 What about the reliability of another company’s service that has been hired 

by the cloud service provider? 

 What is the solution if the cloud service provider is declared bankrupt?  

Because of all these questions, the user has become hesitant to use cloud 

storage [30]. 
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e. Effectiveness of Data Access: Network performance and WAN bandwidth 

directly affect the effectiveness of data access from the cloud. The network 

algorithms used by the cloud service provider, the choice of devices and the 

level of backup measures taken also affect the reliability and availability of the 

data. It is one of the main challenges relying on the public cloud from a user 

point of view in high availability.  High Availability, Quality of Service is part 

of the SLA and the end user does not need to concern about how to present it? 

For instance, a cloud service provider may agree with the user to provide a 

99.95% availability level for them, so the overall downtime is expected to be 

4.38 hours in a year. 

f. Security Against Attacks: When the data is migrated to the cloud, it is more 

vulnerable to attack. When the data reaches the cloud service provider, it 

becomes insecure and also when the data is transferred and retrieved it runs the 

risk of internal and external attacks. Malicious users may breach other users' 

data, due to the sharing of cloud resources among many users and for this 

reason, any malfunctioning hardware, equipment, software, or criminal activity 

leads to a data security breach. Therefore, secure channels are used so that data 

transmission is secure. In addition, data encryption keeps the data confidential. 

g. Reliability: To ensure that the cloud service provider works correctly and that 

it faithfully performs the calculations and will give the correct results, reliable 

software and hardware has been used to provide evidence of the authenticity of 

the computation. 

h. The Forensic Investigation in the Cloud: A digital forensics investigation of 

a security incident is a tough job due to the multi-corporate environment and 

the decentralized data processing in cloud computing. The traditional methods 

and techniques used in investigating and gathering evidence are impractical in 

a cloud environment. The National Institute of Standards and Technology 
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(NIST) defines "digital forensics" as the science of finding accidents, gathering 

evidence data for examination and analysis while keeping the integrity of 

evidence information intact and maintaining a delicate chain of responsibilities. 

Forensic data can be in three cases: "rest", "movement" or "execution" and 

their nature vary according to the publishing and cloud service model. 

Generally, data is at rest when it is located on disk storage. An example of 

evidence data at rest are records of virtual machine activity and can be used in 

digital forensics. Data traveling over the network from one entity/device to 

another is considered to be in motion. Irrespective of the cloud deployment 

model, the following three components serve as a potential source for evidence 

data in cloud forensic. The data are in motion when it travels across the 

network from one entity to another. Regardless of the cloud deployment, 

potential sources of evidence data in cloud forensics are the following three 

components. 

 Virtual Instance: assigns each user in the cloud a virtual instance, most 

security incidents occur in this virtual instance, and it contains evidence 

data for security breaches, and both the user and the cloud service provider 

can analyze it. The forensic investigation represents a real challenge in SaaS 

and PaaS cloud deployment models. This is because access to the virtual 

instance of evidence data collection is either limited or not permanently. 

 Network Layer: The evidence data for any security breach is also present 

in the records of the network components. Likewise, information about both 

the protocols and the connection cases, whether inside or outside the cloud, 

is collected through the various OSI / ISO network layers. 

 Client System: The location of potential forensic data on the client system 

layer depends entirely on the specific cloud deployment model (IaaS, PaaS, 

and SaaS). For instance, a client browser is an application that connects to 
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SaaS services hosted in the cloud. For any security incident, forensic data 

collected from the customer's browser environment are valuable for a 

thorough criminal investigation. However, the integrity of forensic data 

itself is a challenge. 

2.5 Cloud Computing Security Issues 

Cloud computing is growing so fast that users store their data through the 

cloud service provider in a set of servers. The users interact with the cloud 

servers via CSP to access or retrieve their data and the users may need to 

perform dynamic data operations on their data. However, data security has 

become a major issue in cloud computing and the four aspects of cloud security 

are confidentiality, integrity, authentication and availability [30]. 

a. Data Availability Problem: Data availability is one of the most important 

features of cloud computing, which means that cloud service providers must 

assure their users that they can access information and applications easily. 

Studies have shown that Amazon faced less than five hours a complete 

shutdown of its storage services in 2014 and that Google's storage space 

experienced less than 15 minutes of downtime. Therefore, preventing multiple 

attacks such as denial of service and ensuring durability to maintain overall 

system integrity is now critical. Therefore, backup and parallel copying 

technologies, recovery systems and fault tolerance can be used to ensure the 

advantage of availability [31]. 

b. Data Confidentiality Problem: Data Confidentiality is an important issue for 

securing users' data in the cloud. This issue is a major concern in terms of 

cloud storage due to the presence of customer data between the distributed 

public servers. Therefore, there are potential risks such as disclosure of 
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confidential information such as financial data, health records, or personal 

information from the profile by untrusted service providers. That means the 

customer data must be kept confidential by all cloud computing service 

providers and users. It is for this reason that the data owner encrypts their 

private data before uploading it to cloud computing. With this, CSP and 

unauthorized users cannot know the user's encrypted data. The basic principle 

of encryption is the ability to change the original information into an 

unreadable format [32]. Encryption algorithms are used to keep confidential 

information that is to be transferred and there are two main families of 

encryption algorithms, symmetric or secret key encryption and asymmetric or 

public-key encryption. In asymmetric cryptography encryption and decryption 

are carried out with two separate, but mathematically related keys - often called 

a public key pair and consisting of a public and private key the key is made 

public and the private key remains secret, examples of asymmetric encryption 

include RSA and El Gamal. In a symmetric encryption scheme the same key is 

used to encrypt and decrypt information, Examples of symmetric encryption 

include AES, DES and TEA. 

The Advanced Encryption Standard (AES) encryption algorithm is one of the 

important algorithms in symmetric encryption,also recognized as Rijndael, is a 

design for the encryption of data established by the U.S. National Institute of 

Standards and Technology (NIST) in 2001. AES is built on the Rijndael cipher 

established by two Belgian cryptographers, Joan Daemen and Vincent Rijmen, 

who submitted a proposal to NIST during the AES selection process. AES is 

used instead of DES after numerous rounds of screening that AES was widely 

used [29]. AES encryption system is symmetric in a group, there are three 

types of key length in this way of encryption is (128 bits, 196 bits, and 256 

bits), packet size is all 128 bits and the algorithm has good flexibility. 
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Therefore it is commonly used in software and hardware. The key size used for 

an AES cipher specifies the number of repetitions of transformation rounds that 

convert the input, named the plaintext, into the final output, named the cipher 

text. The number of cycles of repetition is (10 cycles of repetition for 128-bit 

keys, 12 cycles of repetition for 192-bit keys and 14 cycles of repetition for 

256-bit keys). Each round involves some processing steps, each having four 

similar but different stages, including one that depends on the encryption key 

itself. Each round of AES consists of byte replace (Sub Bytes), the line 

displacement transformation (Shift Rows), mixed column transformation (Mix 

Columns) key transformation (Add Round Key) and so on. The set of reverse 

rounds are applied to transform cipher text back into the original plaintext 

using the same encryption key. Figure 2.6 depicts the AES encryption and 

decryption [29]. 

 

Figure 2.6: AES encryption and decryption [29] 
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c. Data Integrity Problem: In the cloud computing model, the mobility of data 

increases the threats that can affect data integrity. Integrity can be defined as 

the protection of data from unauthorized access that can take place either 

maliciously or accidentally during the processing, storage, or transmission of 

data. As the data being transmitted to and from the customer and the cloud 

service provider and also internally within the cloud, data integrity should be 

guaranteed within the cloud. Ensuring data integrity can be performed by 

several techniques which include techniques that creating hashes of stored data 

and comparing them with newer hashes of the same files. As well as techniques 

that cryptographic authentication mechanisms (e.g. message authentication 

codes or signatures such as BLS signature) are used to detect alterations to 

personal data.  

The BLS short signature lets a user confirm that a signer is credible, it is the 

shortest digital signature and is proven secure in the random oracle model it 

was presented in [33] by Dan Boneh, Ben Lynn and Hovav Shacham in (2001). 

It has been used because the short signatures are needed in cloud environments 

where there is a strong requirement that minimum bandwidth is used. Where 

the BLS produces short signatures compared to other signatures used such as 

RSA and DSA. For example, when uses a 1024-bit modulus, RSA signatures 

are 1024 bits long. Similarly, when uses a 1024-bit modulus, standard DSA 

signatures are 320 bits long. Elliptic curve variants of DSA, such as ECDSA, 

are also 320 bits long. A 320-bit signature is too long to be keyed in by a 

human. While the BLS signature scheme whose length is approximately 160 

bits and which provides a level of security similar to that of 320-bit DSA 

signatures. Signature generation is relatively fast, signature verification is 

slightly less computationally complex as it includes a computationally 

unexpansive pairing operation. The main advantage of a BLS signature is to 
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group multiple signatures into multiple messages using multiple public keys 

that can be combined into a single signature. BLS includes three functions that 

are key generation, signing and verification. 

 Key generation: This function chooses a random value 𝑥 ∈ 𝑍𝑝 in the 

interval [0, 𝑟 − 1] that represents the private key. The holder of (𝑥) 

publishes the 𝑔𝑥 that represent the public key ∈ 𝐺2. 

 Signing: This function takes the key (𝑥), and message (𝑚), then calculate 

the signature through hashing the (𝑚), such as ℎ = 𝐻(𝑚) ∈ 𝐺1. The 

output of this function is the signature  𝑆 = ℎ𝑥 ∈ 𝐺1. Where H represented 

the hash function that is SHA-256. 

 Verification: It takes a signature 𝑆 and the public key 𝑔𝑥, to verify 

that 𝑒(𝑠, 𝑔) = 𝑒(𝐻(𝑚), 𝑔𝑥).  

The BLS signature uses groups called Gap Diffie-Hellman groups, this 

signature is secure against existential forgery under a chosen-message attack 

(in the random oracle model), The security of the BLS short signature relies on 

assuming the computational Diffie-Hellman problem (CDH) and it is hard on 

certain elliptic curves over a finite field, but this problem can be efficiently 

solved, due to its characteristics such as Non-degenerate, efficiently calculable, 

bilinear pairings [18].  

 Bilinear maps allow (G1, G2 and GT) be multiplicative cyclic groups of 

prime order (pr). Hence, g be the generator of G, respectively. The map  

e: G1 × G2 → GT  shall be a bilinear map if it fulfills the next characteristics: 

 Calculable: effective process occurs of  calculating map (e); 

 Bilinear: e(ua, vb) = e(u, v)ab for all u, v ∈ G respectively while  a, b ∈

Zp; 
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 Non-degeneracy:e(u, v) ensures not equivalent to 1. 

Consider a case of the computational Diffie-Hellman problem, g, gx, gy, for 

unknown  x, calculate  𝑔𝑥𝑦. This problem is assumed to be hard and 

intractable. The pairing function e does not assist us to calculate 𝑔𝑥𝑦, 

supposed 𝑔𝑧, we possibly will check to realize if 𝑔𝑧 = 𝑔𝑥𝑦, this is without 

knowing the values of the 𝑥, 𝑦 and 𝑧 through checking whether 𝑒(𝑔𝑥, 𝑔𝑦) =

𝑒(𝑔, 𝑔𝑧) holds. Through utilizing the bilinear characteristic 𝑥 + 𝑦 + 𝑧, we 

realize if  𝑒(𝑔𝑥, 𝑔𝑦) = 𝑒(𝑔, 𝑔)𝑥𝑦 = 𝑒(𝑔, 𝑔)𝑧 = 𝑒(𝑔, 𝑔𝑧) then, because of the 

𝐺𝑇 is a prime order set, 𝑥𝑦 = 𝑧 [33]. 

The Diffie–Hellman algorithm is a key-exchange protocol that enables two 

parties communicating over public channel to establish a mutual secret without 

it being transmitted over the Internet. The Diffie–Hellman enables the two to 

use a public key to encrypt and decrypt their conversation or data using 

symmetric cryptography. 

The Diffie–Hellman is generally explained by two sample parties, Alice and 

Bob, initiating a dialogue. Each has a piece of information they want to share, 

while preserving its secrecy. To do that they agree on a public piece of benign 

information that will be mixed with their privileged information as it travels 

over an insecure channel. Their secrets are mixed with the public information, 

or public key, and as the secrets are exchanged the information they want to 

share is commingled with the common secret. As they decipher the other’s 

message, they can extract the public information and with knowledge of their 

own secret, deduce the new information that was carried along. While 

seemingly uncomplicated in this method’s description, when long number 

strings are used for private and public keys, decryption by an outside party 
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trying to eavesdrop is mathematically infeasible even with considerable 

resources. 

The Diffie–Hellman is one of the first practical implementations of public-

key cryptography (PKC). It was published in 1976 by Whitfield Diffie and 

Martin Hellman. Other contributors who are credited with developing DH 

include Ralph Merkle and researchers within the United Kingdom’s 

intelligence services [2]. 

The BLS signature scheme has an extremely efficient signing algorithm, 

generating a signature is consists of just one hashing. This seems like the 

minimum possible effort for a secure digital signature using fast hashing. The 

BLS signature scheme used the SHA256 algorithm for data integrity purposes. 

The SHA256 algorithm is a cryptography hash function, one-way hash 

function and used in the digital certificate as well as in data integrity. SHA256 

is developed by NIST. The SHA256 algorithm takes as input a message of 

arbitrary length that smaller than 2
64

 bits and produces as output a 256-bit 

message digest of the input [34]. The SHA256 algorithm can be described in 

two stages: preprocessing and hash computation. Preprocessing involves 

padding a message, parsing the padded message into m-bit blocks, and setting 

initialization values to be used in the hash computation. The hash computation 

generates a message schedule from the padded message and uses that schedule, 

along with functions, constants and word operations to iteratively generate a 

series of hash values. The final hash value generated by the hash computation 

is used to determine the message digest.   

Hash algorithms in this standard have been called secure because, for a 

particular algorithm, they are computationally unworkable to find a message 

that matches a specific message summary or to find two different messages that 
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produce the same message. Any change in a message, with a very high 

probability, will result in a different message summary. This will result in a 

verification failure when the secure hash algorithm is used in combination with 

the digital signature algorithm or the hash-keyed message authentication 

algorithm. This property is useful in the generation and verification of digital 

signatures and message authentication codes, and the generation of random 

numbers or bits [34]. 

d. Authentication: a cloud is a public place where services are exposed over 

HTTP, a public medium.  Access to these services need to be managed and 

access is kept to only authorized users. Moreover, as data is stored and 

managed remotely, users must trust the CSP, So it is the responsibility of the 

CSP to make sure that anyone trying to access any service is authenticated to 

do so. Unauthenticated users should not be able to access the data under any 

condition. One technique used in this regard is the ABP. ABP is an automatic 

blocker protocol for any unauthorized unit on systems. Once user the system 

configures the parameters, the system checks all the specified parameters and 

validates unauthorized access and prevents him from accessing the data to 

maintain data integrity. Therefore the system accepts validated only authorized 

access. [35]. Figure 2.7 shows the ABP. 

 

Figure 2.7: ABP [35] 
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2.6 Features of Data Integrity Schemes 

This section explains the features required in data integrity systems in order 

to achieve the best system protection with high efficiency. 

a. Public Auditing: The data owner may have limited resources, so the 

audit process will be expensive, especially when the size of his data is 

very large. Therefore, the audit mechanism will be delegated to a third 

party or another person working to verify the integrity of the data stored 

in the cloud storage server. 

b. Supporting Data Dynamics: The data owner always tries to obtain the 

most efficient storage of his data on the cloud and one of the conditions 

for the efficiency of cloud storage is the ability for the owner to access 

the stored data to make some modifications to it. These modifications 

may be deleting, inserting, or updating. To support these dynamic 

processes, they must provide an appropriate audit mechanism in order to 

preserve the integrity of the owner's data from any tampering or damage 

[36]. 

c. Blockless Verification: The verification methods that are without the 

use of authentication signs as well as without the use of signature 

collection systems are inefficient in the cost of communication between 

the server and the TPA and the verification mechanism is impractical 

because it requires to send the blocks to be tested from the server to the 

TPA in order to be verified and guarantee its integrity. So when 

designing audit methods, you should never send physical data blocks 

from the server to the TPA for verification. 

d. Privacy Preservation: This means that the auditor is unable, in one way 

or another (by using the retrieved details of the verified data) to obtain 
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the original owner's data during the audit that he performs to ensure the 

integrity of the data stored in the cloud [5]. 

e. Unrestricted Challenge Repetition: This means that there should be no 

restrictions on the number of challenges that a customer or auditor can 

present to verify the integrity of data stored on the cloud. Checking the 

integrity of your external cloud storage data is not a one-time activity. 

The client implements the verification protocol in intervals to identify 

any data corruption in a timely manner. 

f. Recoverability: Data integrity schemes should provide a capability to 

detect corruption as well as an appropriate technology for complete data 

recovery. 

g. Batch Auditing: This allows users to multiple auditing tasks to be 

performed simultaneously [13]. 

2.7 Summary 

To understand cloud computing in detail this chapter provides an overview 

of cloud computing in terms of the basic characteristics of cloud computing, 

deployment models, as well as service models, in addition to an explanation of 

the cloud computing architecture. Next, this chapter presented the main 

benefits of cloud computing as well as the challenges that cloud computing 

faces. Then, this chapter mention cloud storage concerns and security issues of 

cloud computing. In addition this chapter explains the techniques used in this 

thesis.
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CHAPTER THREE  

THE PROPOSED SYSTEM 

3.1 Introduction 

Cloud computing introduces many attractive services. One such service is 

cloud storage where the Cloud hosts the data and software of the client. Due to 

the economic advantage, it offers and its elastic nature the service is very 

attractive for enterprises as well as individuals. However, the service 

introduces security concerns for the clients. The client loses control over their 

own data since it is stored in the Cloud servers. The data is put at risk from 

various threats in terms of privacy and integrity, both from within and outside 

the Cloud service provider. To overcome these threats the client cannot remain 

reliant on the assurance of the service provider alone. There is a need for 

additional checks. To take care of the privacy issue the data can be transmitted 

and stored in encrypted form. Provisions need to be made for verification of the 

integrity of the data, preferably by an independent auditor without 

compromising on the privacy of the data to the Cloud as well as the Auditor. 

Various integrity checking systems have been proposed over the years to check 

the integrity of the stored data in the Cloud. Integrity checking in these 

schemes is either performed by the data owner or by a third-party auditor who 

is employed by the data owner for verifying the integrity of the data on their 

behalf. However, these systems failed to find an integrity system that fulfills all 

data integrity objectives as mentioned in the analysis of related work in 

Chapter Two. 
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Therefore, this chapter presents a proposed system for the storage of 

dynamic cloud data in the standard security model based on the BLS signature. 

The main objective of the proposed system is to audit cloud data and 

preserving privacy on request without full data recovery or without additional 

online encumbrance for cloud users, i.e., the proposed scheme enables the TPA 

to audit users' data in cloud computing without learning content of data. 

Besides, the proposed scheme also supports batch auditing, where multiple 

auditing tasks from different users can be performed simultaneously by the 

TPA. In addition to supporting and enable data dynamic operations. Moreover, 

the proposed system supports data confidentiality in cloud storage 

environments by using the AES algorithm. The proposed system extends to 

enhance the level of authentication for security by the ABP to protect the 

proposed scheme from unauthorized TPA. Through a detailed analysis of 

security and performance, the proposed system is proven to be extremely 

secure and effective. 

This chapter aims to provide an introduction to the proposed system along 

with the system model, and design objectives. Next, this chapter presents the 

details of the proposed system. Additionally, this chapter demonstrates the 

batch audit process. Moreover, this chapter explains the dynamic operations of 

the data, finally, provide a summary. 

 

 

 

 



Chapter Three                                                                     The Proposed System 

44 

 

3.2 System Model 

The proposed system of public auditing comprises three units with a well-

defined connection between them. The proposed data auditing system is 

illustrated in Figure 3.1. 

 

Figure 3.1: The proposed system model 

a. Cloud server: Owned by a cloud service provider (CSP), it has the capacity 

(expertise and infrastructure) to host external storage and provides effective 

technologies for its users to create, store, update and request data retrieval. 

b. User(s): Those with data stored in the cloud assign IT-related elements to 

professionals and care for their own business. 

c. Third-party auditor (TPA): An additional entity with better capabilities and 

experiences, used to measure the validity and reliability of cloud storage on 

behalf of users when needed. 
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Users can store massive amounts of data in the cloud to eliminate storage 

and maintenance costs. The CSP is virtually reliable, indicating that it allows 

the usual flow of the data through the system. However, the actual contents and 

integrity of the data may not be trusted, meaning that the CSP may act 

unethically towards users, regarding the state of the external data to obtain 

benefits. Therefore, to properly store and preserve user data, an integrity 

checking mechanism must be in place. To carry out the security auditing tasks, 

the user can authorize TPA to get the job done. 

3.3 Threat Model 

Assume having a CSP almost reliable and for the most part, it is behaving 

properly. However, CSP might delete rarely accessed files. Or the CSP may 

decide to hide data corruption to preserve reputation. We consider the TPA, 

which is in the process of the audit, to be independent and reliable and 

therefore has no reason to collude with the CSP or the users through the audit 

process. Though, TPA harms the user if TPA can learn the data after auditing. 

Therefore, the integrity of the data used in a CSP is associated with two types 

of threats, which are discussed as follows: 

a. Integrity Threat: Where the attacker notices the data, signatures, and the public 

key. The purpose of this attacker is to present legitimate proof of data fraud. 

b. Privacy Threat: In which the attacker monitors metadata and proof [59]. The 

purpose of this attacker is to gain additional knowledge, such as data content or 

data type. 
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3.4 Design Goals 

When starting to design the system, the following primary goals must be kept 

in mind: 

a. Public Auditing: Allows TPA to validate cloud data on request without full 

data recovery or without additional online encumbrance for cloud users. 

b. Data Confidentiality: To allow guarantee the security of the proposed 

system. 

c. Data Integrity Protection: To guarantee that the data integrity and security 

of the proposed system are protected. 

d. Privacy-Preserving: to ensure that data content is not leaked to the TPA 

through the audit. 

e. Batch Auditing: To allow the TPA to handle many authorization audits 

from multiple potential users simultaneously securely and efficiently. 

f. Data Dynamic Support: To keep the storage accuracy assurance at the 

same level, even if users update, delete, or insert their data in the cloud. 

3.5 The Proposed System 

At first, the user must log into the system, the user registration is a typical 

procedure that is done by the cloud admin; during this registration process, and 

the group user must register their details using their personal information. After 

the registration process, the user gets a personal ID for processing the cloud 

dynamic data operation. In case any user needs to edit their personal 

information they have to submit the appropriately altered details to the cloud 

admin, then the cloud admin can update and edit that appropriate user 

information  
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Once the user successfully logs in, the user splits the data file into a set of 

data blocks, and then these blocks are encrypted using a strong encryption 

algorithm known as Advanced Encryption System (AES 256) to achieve data 

confidentiality [58]. Thus the user get the encoded data file E = (e1,.., en) 

before uploading it to the cloud. Then, the user creates public keys, private 

keys, and signatures for each encrypted block, before sending the encrypted 

blocks with the corresponding signatures to the cloud model. The user then 

removes the data file and the corresponding signatures from their local storage. 

Then, when the cloud user wants to validate the data file, he delegates integrity 

auditing the auditor. So the auditor generates a challenge and sends it to the 

cloud service provider. When the CSP receives a challenge from the auditor, it 

sends a query to the user to agree to that query to improve authentication, if the 

user accepts the query, the CSP accepts the challenge and returns the proof to 

an auditor. So the auditor can check the validation of the data and returns the 

result to the user.  

Assume 𝐺, 𝐺𝑇 is the multiplicative groups at the prime order 𝑝𝑟 ∈ 𝑍𝑝 and 

𝑒: 𝐺 × 𝐺 → 𝐺𝑇 indicate a bilinear map with  𝑔 is be the generator of 𝐺. The 

proposed system consists of two phases. The first phase is called the initial 

phase as detailed in Section 4.1 and the second phase is called the integrity 

verification phase as described in Section 4.2. Furthermore, the proposed 

system support batch auditing to allow an auditor to check multiple files on 

behalf of different users, as detailed in Section 4.3. Moreover, the proposed 

system supports data dynamic operations, including modifications, deletions, 

and insertions as detailed in Section 4.4. The flowchart of the suggested system 

is illustrated in Figure 3.2 (a,b). Figure 3.2.a shows the initial phase, while 

Figure 3.2.b shows the integrity verification phase. 
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   (a) The initial phase                                                     (b) The integrity verification phase 

 

 

 

Figure 3.2: Flowchart of the proposed system 
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3.5.1 The Initial Phase 

The initial phase includes three algorithms which include Data Protection, 

KeyGen, and SignatureGen. In the data protection algorithm, the user divides 

the data file (𝐹) into a set of data blocks 𝑛 , (𝑏1, … , 𝑏𝑛), and then these blocks 

are encrypted with the AES algorithm to achieve data confidentiality. Thus the 

user obtain the encrypted data file = (𝑒1, … , 𝑒𝑛). The main parts of data 

protection algorithm are as follows: 

Algorithm (3.1) Data protection Algorithm 

Input: data file (𝐹) 

Output: encrypted data file  𝐸 = (𝑒1, … , 𝑒𝑛). 

  1: Divides the data file 𝐹 into a set of data blocks (𝑏1, … , 𝑏𝑛). 

  2: Encrypts (𝑏1, … , 𝑏𝑛) to get data file 𝐸 = (𝑒1, … , 𝑒𝑛) using an AES 

Algorithm.  

  3: return 𝐸 = (𝑒1, … , 𝑒𝑛). 

While the KeyGen algorithm is implemented at the user side also to 

generate the public key and the secret key. This algorithm takes the security 

parameter k as input (random value) in the interval [0, 𝑝𝑟 − 1] as a secret key 

(𝑠𝑘) ∈ 𝑍𝑝 and produces a public key (𝑝𝑘) for each block, the user holds 𝑠𝑘 

and publishes the 𝑔𝑠𝑘that represents the public key ∈ 𝐺 . The following steps 

show the KeyGen algorithm.   

Algorithm (3.2) KeyGen Algorithm 

Input: security parameter (𝑘), 𝑔 is been the generator of 𝐺 

Output: secret key (𝑠𝑘)  ∈  𝑍𝑝, public key (𝑝𝑘) ∈ 𝐺  

 1: Chooses a random value (sk) that represents the secret key depending on 
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the security parameter 𝑘 as input. 

 2: Calculates the public key  𝑝𝑘 as 𝑝𝑘 = 𝑔𝑠𝑘 

 3: return 𝑠𝑘, 𝑝𝑘  

Then the user generates a signature using the SignatureGen algorithm. The 

input of this algorithm is a public key (𝑝𝑘𝑖), a secret key (𝑠𝑘𝑖), a random value 

(𝑎𝑖), and encrypted block name (𝑚𝑖) from encrypted file (𝐸). The output of 

this algorithm is a signature(𝑆𝑖), where (𝑆𝑖) is the authentication identifier for 

each block. While the signatures (𝑆𝑖) are calculated using Equation(3.1). 

𝑆𝑖 = (𝐻(𝑚𝑖). 𝑔𝑎𝑖)𝑠𝑘𝑖    ,                                                                                       (3.1) 

where 𝐻: {0,1} → 𝐺 is the hash function (SHA 256) for the block name. The 

set of signatures on (𝐸) appeared as ({𝑆𝑖}[1≤𝑖≤𝑛]) with corresponding secret 

keys (𝑠𝑘𝑖), public keys  𝑝𝑘𝑖 = 𝑔𝑠𝑘 and 𝑉𝑖 = 𝑔𝑎𝑖 , [1 ≤ 𝑖 ≤ 𝑛], and 𝑉𝑖 ∈ 𝐺 is 

generated by the user for each block in file (𝐸). On the other hand, creates the 

metadata (𝐸𝑖𝑛𝑓𝑜) which consist of (𝑉𝑖  , block name(𝑚𝑖)). After that, the user 

sends the encrypted data blocks with corresponding signatures and the public 

key to cloud storage. The key steps of the SignatureGen are as follows: 

Algorithm (3.3) SignatureGen Algorithm 

Input: secret key (𝑠𝑘)  ∈  𝑍𝑝, public key (𝑝𝑘) ∈ 𝐺, random value (𝑎)  ∈

 𝑍𝑝, 𝑔, encrypted data file  𝐸 = (𝑚1, … , 𝑚𝑛) 

Output: signatures (𝑆𝑖) ∈ 𝐺, metadata (𝐸𝑖𝑛𝑓𝑜) 

 1: Calculate the hash value of the block name using SHA-256. 

 2: Calculate the value of (𝑉𝑖) using  𝑉𝑖 = 𝑔𝑎𝑖 

 3: Generate the signature using Equation (3.1) 
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 4: Create the metadata (𝐸𝑖𝑛𝑓𝑜 = 𝑉𝑖 , block name (𝑚𝑖)) 

 5: The user uploads (𝐸, 𝑆𝑖 ,  𝑝𝑘𝑖) to cloud storage. 

 6: return 𝑆𝑖, (𝐸𝑖𝑛𝑓𝑜) 

3.5.2 Integrity Verification Phase 

The integrity verification phase has three algorithms includes ChallGen, 

Response, Check Proof. If the user needs to audit the data on the server-side, 

he uses the TPA to audit the data for his good experience. Though, the TPA 

must have a trusted account in the system. The user activates this account to 

send metadata (𝐸𝑖𝑛𝑓𝑜) to the TPA for auditing. The TPA interacts with the 

CSP to demonstrate the integrity of the file 𝐹. To create a challenge message, 

TPA select a random 𝑘-element, subset 𝑄 of set [1, 𝑛] and ∀ 𝑖 ∈ 𝑄, the TPA 

picks a random 𝑞𝑖 ∈ 𝑍𝑝. Let 𝑄 indicates the set (𝑖, 𝑞𝑖), 𝑖 ∈ 𝑄, therefore, the 

TPA sends the resulting 𝑄 to CSP. The main parts of the ChallGen algorithm 

are as follows: 

Algorithm (3.4) ChallGen Algorithm 

Input: metadata 𝐸𝑖𝑛𝑓𝑜[𝑉𝑖 , block name (𝑚𝑖)]   

Output: Challenge (𝑄)  

 1: The user activates the TPA account.   

 2: The user sends the  𝐸𝑖𝑛𝑓𝑜 to the TPA for auditing 

 3: The TPA generates 𝑄 = {𝑖, 𝑞𝑖}, where (𝑖) represents the number of 

challenge block using random values  𝑞𝑖 ∈ 𝑍𝑝, one for each data block. 

 4: The TPA sends the 𝑄 to the cloud. 

 5: return 𝑄 
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When the CSP received a challenge from TPA, the CSP sends a query to the 

user to approve this challenge, this process for enhancing the authentication 

from untrusted TPA. If the user agrees to the query, then the CSP accepts the 

challenge, this process is done by ABP. After the CSP receives the acceptance 

from the user, the CSP creates proof of integrity corresponding to the challenge 

received. By relying on the properties of the algorithm (BLS), the proposed 

system can aggregate many signatures for many blocks in one signature 

through Equation (3.2). Then the server sends proof (P) to the auditor for audit. 

The following steps explain the Response algorithm. 

   𝑆 = ∏  

𝑘

𝑖=1

𝑆𝑖                                                                                                          (3.2) 

Algorithm (3.5) Response Algorithm 

Input: Query, public key (𝑝𝑘), Challenge (𝑄), signature (𝑆), encrypted data 

file (𝐸) 

Output: proof (𝑃) 

 1: The CSP sends a query to the user to approve the challenge.  

 2: If the user agrees to the query, then he sends accept to the CSP 

 3: If the CSP accepts the challenge, then:  

    3.1: Generate the  𝑆 using Equation (3.2), where 1 ≤ 𝑖 ≤ 𝑘. 

    3.2: Generate the  𝑃 = {𝑆, 𝑝𝑘𝑖}.  

    3.3: Send the  𝑃 to the TPA for the auditing process. 

 4: Elseif the user doesn’t agree to the query the CSP ignores the challenge,    

     go to End. 
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 5: return 𝑃 

Finally, when the auditor obtains the proof (p) from the CSP, it checks the 

validity of the returned proof using equation (3.3). 

𝑒(𝑆, 𝑔) = 𝑒(∏(𝐻(𝑚𝑖). 𝑉𝑖  , 𝑝𝑘𝑖)

𝑘

𝑖=1

,                                                 (3.3)    

If Equation (3.3) checks proof, then it returns success to the user, else, it 

returns failure; the following steps explain the Check Proof algorithm. 

Algorithm (3.6) Check Proof Algorithm 

Input: public key (𝑝𝑘), proof (𝑃), Challenge (𝑄), metadata  𝐸𝑖𝑛𝑓𝑜   

Output: success, failure 

  1: The TPA audits the data to verify whether the data file is valid or not 

using Equation (3.3) 

  2: Sends the audit result to the user.  

  3: return success, failure 

3.6 Batch Auditing Support 

The auditor checks many files on behalf of different users, while the 

verifications one by one are very boring and ineffective [31]. Assume (u) 

represents cloud user assigned with the same auditor. The proposed system is 

modified to collect the various signatures, therefore offering the successful 

verification to the users simultaneously. The batch auditing feature of the 

proposed system contributes to improving the auditor's auditing efficiency. The 

proposed Batch auditing model is illustrated in Figure 3.3 
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Figure 3.3: Batch auditing model 

On the user side, each user splits the file (𝐹) into n blocks, then encrypts 

the split blocks and creates a private and public key pair for them, as well as 

generating short signatures using equation (3.1). After that, all the users upload 

the (𝐸, 𝑆𝑖 ,  𝑝𝑘𝑖 , 𝑖𝑑) to the cloud server and the metadata 𝐸𝑖𝑛𝑓𝑜 = (𝑚𝑖 , 𝑉𝑖 , 𝑖𝑑) to 

the TPA, where the 𝑖𝑑 represents the user identifier. And since the proposed 

system can group multiple signatures for many blocks into one signature 

according to BLS characteristics. The TPA interacts with the CSP to 

demonstrate the integrity of the users' files 𝐹𝑗 by creating a challenge message, 

TPA selects random 𝑘-elements from the users' files, Which he wants the 

challenge about it and sends this challenge to CSP. Then the CSP calculates the 

total signature for the blocks challenged  (𝑆𝑈) using Equation (3.4) based on 

the set of signatures for each user (𝑆𝑗), where 𝑆𝑗 = ∏  𝑘
𝑖=1 𝑆𝑖  and the 𝑆𝑗 is 

generating using Equation (3.2). 
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𝑆𝑈 = ∏  𝑢
𝑗=1 𝑆𝑗  ,     𝑤ℎ𝑒𝑟𝑒  [1 ≤ 𝑗 ≤ 𝑢]                                    (3.4)                                                                                                         

Where 𝑆𝑈 represents set of signatures of all users and (𝑢) represents many 

users. Besides, the CSP generates proof 𝑃 = (𝑆𝑈, 𝑝𝑘𝑗) to send it to the auditor 

for the auditing method. After the TPA receives the proof  𝑃 from the server, 

the auditor begins data auditing to verify whether the data is valid or not by 

using Equation (3.5), to send the audit result to the users. 

𝑒(𝑆𝑈, 𝑔) = ∏ {𝑒 ( ∏ 𝐻(𝑚𝑖)𝑗. 𝑉𝑖𝑗
 , 𝑝𝑘𝑖𝑗

𝑘

𝑖=1

)}

𝑢

𝑗=1

                           (3.5)    

As shown in Equation 3.5, batch auditing allows the TPA to achieve 

multiple audits, in addition to reducing the cost of computation on the TPA 

side. This is because bundling verification equations into one task, in turn, 

helps reduce the number of costly operations. Hence, a large amount of audit 

time is preserved. 

3.7 Support of Data Dynamic Operations 

In the cloud model, external data can be accessed as well as updated 

frequently by users for various application purposes [1]. Therefore, supporting 

data dynamics to maintain privacy and maintain public auditing is also of 

prime significance [60]. Now this chapter, demonstrate how the proposed 

system supports data dynamics, including modifications, deletions and 

insertions at the block level. 

a. Data Block Modification: It is one of the most common operations used 

for data in the model of the cloud. This major process refers to replacing the 

specified blocks with other new blocks. Assume the user modifies the block 

(𝑒𝑖) to block (𝑒`𝑖). Initially, the user will directly send a demand to the 
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cloud by downloading the block (𝑒𝑖) to modify it, then the user creates the 

private and public key and specifying a new random value (𝑎) to generate 

the new signature (𝑆𝑖) (S) for the updated block (𝑒`𝑖) by using equation 

(3.1). Also, the user updates the metadata of this updated block  (𝐸`𝑖𝑛𝑓𝑜) 

which consists of (𝑚𝑖 , 𝑉𝑖) and finally, uploads the modified block (𝑒`𝑖) with 

the values (𝑆`𝑖 ,  𝑝𝑘`𝑖) to the cloud, After sending a request to the cloud 

computing to delete the old block(𝑒𝑖) with the corresponding values and 

also sends the updated metadata to the TPA. Figure 3.4 illustrates the 

method of modifying the data block. 

Figure 3.4: The data block modification process 

b. Data Block Insertion: Data insertion denotes to insertion of new user-

defined blocks after the specified location in the user encrypted data file 

(𝐸) stored in the server. Assume that the method of insertion of the 

block will be after the block (𝑘𝑡ℎ). The user will choose the block he 
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wants to add and then encrypt this block (𝑒𝑖)and then create the private 

key (𝑠𝑘) and the public key (𝑝𝑘) and choose a random value (𝑎) to 

generate the S signature for this block. Additional to create the metadata 

(𝐸𝑖𝑛𝑓𝑜) for it. Then the user sends the block (𝑒𝑖)with its corresponding 

values  (𝑆𝑖 ,  𝑝𝑘𝑖) to be added to his file stored in the cloud and also sends 

(𝐸𝑖𝑛𝑓𝑜) to the TPA. The data insertion method is shown in Figure 3.5. 

 

Figure 3. 5: The data block insertion process 

c. Data Block Deletion: It is an opposite process of data insertion; it 

denotes deleting a specific block from the user file stored in the cloud 

and then moving all subsequent blocks forward. Therefore, if the user 

needs to remove the block(𝑒𝑖), he will send a direct demand to the server 

that includes the block name for the cloud to delete the specified block 

(𝑒𝑖) from the user file with its values(𝑆𝑖 ,  𝑝𝑘𝑖) and at the same time, a 
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similar request will be sent to The TPA also includes the block name. 

Thus, TPA will delete the block name (𝑚𝑖) along with the value (𝑉𝑖)  

belonging to the (𝑒𝑖) block. The method of deleting the data block is 

shown in Figure 3.6. 

Figure 3.6: The data block deletion process 

3.8 Summary 

This chapter introduced and built the system for public data auditing and 

preserving privacy to ensure data integrity and confidentiality in cloud 

computing. In addition, this chapter has expanded the proposed system to 

include batch auditing and dynamic data processes. 
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CHAPTER FOUR 

EVALUATION 

This chapter aims to evaluate the performance of the proposed system based 

on two measures, namely a security analysis and a performance analysis using 

the Berka Dataset. Finally, this chapter provide a summary. 

4.1 Berka Dataset 

The Berka Dataset was prepared by Petr Berka and Marta Sochorova. The 

Berka dataset is a collection of financial information from a Czech bank. The 

dataset deals with over 5,300 bank clients with approximately 1,000,000 

transactions. Additionally, the bank represented in the dataset has extended 

close to 700 loans and issued nearly 900 credit cards, all of which are 

represented in the data. Each account has both static characteristics (e.g. date of 

creation, address of the branch) given in relation to "account" and dynamic 

characteristics (e.g. payments debited or credited, balances) given in relation to 

"permanent order" and "transaction". 

4.2 Security Analysis 

The most important measure is security analysis, it depends on the time of 

implementation and it is related to the proposed data auditing system. This 

subsection, evaluate the security analysis of the suggested system based on the 

correctness of the proposed system, unpredictability of tokens, data integrity 

protection, privacy-preserving, confidentiality and security of batch 

verification. 
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4.2.1 Correctness Guarantee of Proposed System  

Correctness is a basic requirement for an auditing system. This section can 

judge the correctness of the proposed public auditing system by proving the 

correctness of the verification equation by using the following theorem. 

Theorem 4.1: Provided a data file  𝐹 = 𝑓𝑖 , … , 𝑓𝑛 and the encrypted data file 

𝐸 = 𝑒1, … , 𝑒𝑛 and signatures  𝑆 = 𝑆1, … , 𝑆𝑛  on E where n is the number of 

encrypted file blocks, the TPA can correctly prove the integrity of 𝐸 by the 

suggested system. 

Proof: To verify that the suggested system is correct, Equation (3.3) needs to 

be verified. By using the properties of bilinear mappings and to check the 

integrity of file E, the TPA selects random names of blocks (𝑚𝑖) of file 𝐸 and 

computes the challenge (𝑄), where, challenge  𝑄 = {𝑖, 𝑞𝑖}, 𝑖 = 1, … , 𝑘.  When 

the challenge 𝑄 received from TPA, the cloud computes the proof (𝑃), where 

𝑃 = {𝑆, 𝑝𝑘𝑖} and sends it to the auditor. Finally, the auditor checks the 

correctness of the 𝑃,  by proving Equation (3.3) as: 

  𝑒(𝑆, 𝑔) = 𝑒(∏(𝐻(𝑚𝑖). 𝑉𝑖  , 𝑝𝑘𝑖)

𝑘

𝑖=1

                                                      

             =  𝑒(∏(𝐻(𝑚𝑖). 𝑉𝑖  , 𝑔𝑠𝑘𝑖)

𝑘

𝑖=1

                                                     (4.1)   

              = 𝑒(∏(𝐻(𝑚𝑖). 𝑉𝑖  , 𝑔)𝑠𝑘𝑖

𝑘

𝑖=1

                                                        (4.2)   

Since 𝑉𝑖 = 𝑔𝑎𝑖 and the public key 𝑝𝑘𝑖 = 𝑔𝑠𝑘, we can get the signature 

𝑆 =  (𝐻(𝑚𝑖). 𝑔𝑎𝑖)𝑠𝑘𝑖 , therefore the following equation can be obtained 
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    = 𝑒 (∏(𝐻(𝑚𝑖). 𝑉𝑖)𝑠𝑘𝑖

𝑘

𝑖=1

, 𝑔)                                                                      (4.3)     

   = 𝑒(𝑆, 𝑔)                                                                                                          (4.4)     

Further, to prove the batch auditing system is correct, we need to prove the 

correctness of Equation (3.5) as follows: 

𝑒(𝑆𝑈, 𝑔) = ∏ {𝑒 ( ∏ 𝐻(𝑚𝑖)𝑗. 𝑉𝑖𝑗
 , 𝑔

𝑠𝑘𝑖𝑗

𝑘

𝑖=1

)}

𝑢

𝑗=1

                                          

Depending on the properties of bilinear mapping, the following equation 

can be obtained. 

                 = ∏ {𝑒 ( ∏(𝐻(𝑚𝑖)𝑗 . 𝑉𝑖𝑗
)

𝑠𝑘𝑖𝑗  , 𝑔

𝑘

𝑖=1

)}                                           (4.5) 

𝑢

𝑗=1

 

                 = ∏ {𝑒 ( ∏(𝑆𝑖)𝑗  , 𝑔

𝑘

𝑖=1

)}                                                                (4.6)

𝑢

𝑗=1

 

The signatures are collected for the blocks challenged for each user in 

Signature (Sj). 

                 = ∏ 𝑒(𝑆𝑗 , 𝑔)                                                                                      (4.7)

𝑢

𝑗=1

 

                 = 𝑒 ∏ 𝑆𝑗 , 𝑔

𝑢

𝑗=1

                                                                                         (4.8) 

                = 𝑒(𝑆𝑈, 𝑔)                                                                                               (4.9) 

Therefore, the proposed batch auditing system is correct.  

 



Chapter Four                                                                                        Evaluation 

62 

 

4.2.2 Unpredictability of Tokens 

The random value (𝑎) is generated in the proposed system while computing 

the signature 𝑆 for file 𝐸. As mentioned, this value is single for each block. 

Therefore, the attacker could not penetrate the audit process. If the cloud server 

can forge the signature for the data, then it can pass the required audit. 

However, forging the data signature in the proposed system needed the server 

to be able to predict the random value (𝑎). In the data file, if any block is 

modified, it will have a new value (𝑎). Therefore, the audit will detect the 

attack, thus, the proposed system has achieved security. 

4.2.3 Data Integrity Protection Guarantee 

The proposed system integrity protection is based on the standard CDH 

problem or the co-CDH problem. One of the threats we take into account is the 

integrity threat in which the attacker observes data, signatures and the public 

key. The main purpose of this attacker is to provide legitimate evidence of data 

forgery. In the CDH assumptions, the proposed system guarantees integrity 

protection for cloud data and this is done by analyzing the security of the 

proposed system through a game between adversary and challenger. 

Theorem 4.2: If the adversary has an advantage ϵ to forge a signature in a time 

t on the chosen blocks by simulating the game and performing hash queries 

(𝑞ℎ) and signature queries(𝑞𝑠)in the random oracle model, then the CDH can 

be solved with probability ϵ′ ≥ (1 (𝑞𝑠 + 1)𝑒⁄ ). 𝜖 and in time 𝑡′ ≥ 𝑡 +

𝑡𝐺(𝑞ℎ  + 2𝑞𝑠), where 𝑒 is the base of the Natural Logarithm. 

Proof: Suppose Algorithm A wants to forge the signature by an adversary, we 

demonstrate how to design an algorithm B by the challenger that solves the 

CDH problem in time 𝑡′ with at least probability ϵ′. Algorithm B is given 
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(𝑔, 𝑝𝑘, ℎ ∈ 𝐺) and the output is ℎ𝑠𝑘 ∈ 𝐺. Algorithm B works together with 

algorithm A as follows: 

Setup: Algorithm KeyGen generates the private key 𝑠𝑘 and the public 

key 𝑝𝑘 = 𝑔𝑠𝑘 and then algorithm B sends 𝑔, 𝑝𝑘 to algorithm A on the 

adversary side, while the private key is kept secret.  

Query (hash): Algorithm A can query about the hash at any time, while the 

algorithm B responds to this query by maintains a 𝑇 as a list, 𝑇 =

[𝑚𝑖 , 𝑦𝑖  , 𝑟𝑖 , 𝑐𝑖], and 𝑇 is initially empty. When algorithm A query the Hash for 

data blocks (𝑚𝑖), the B works as: 

1. If the query mi in the 𝑇 then algorithm B responds with 𝐻(𝑚𝑖) = 𝑦𝑖 ∈ 𝐺. 

2. If the query of 𝑚𝑖 is not in the 𝑇, then algorithm B uses the coin tosses and 

randomly selects 𝑐𝑖 ∈ {0,1}. 

3. If 𝑐𝑖 = 0, then the algorithm B randomly selects 𝑟 and calculates 𝑦𝑖 =

ℎ1−𝑐𝑖 .𝑔𝑟=h. 𝑔𝑟. Therefore, probability [𝑐𝑖 = 0] = 1 (𝑞𝑠 + 1)⁄  

4. If 𝑐𝑖 = 1,  then the algorithm B randomly selects 𝑟 and calculates 𝑦𝑖 =

ℎ1−𝑐𝑖 .𝑔𝑟= 𝑔𝑟. Consequently, probability [𝑐𝑖 = 1] = (1 − 1 (𝑞𝑠 + 1)⁄ ). 

5. Algorithm B updates the 𝑇 with new values of [𝑚𝑖 , 𝑦𝑖  , 𝑟𝑖 , 𝑐𝑖], and gives 

𝐻(𝑚𝑖) = 𝑦𝑖   to algorithm A. 

Query (signature): Algorithm A can make a signature query for some blocks 

(𝑚𝑖). Algorithm B works with this query as: 

1. Algorithm B runs the Query (hash) on the blocks mi to verify the ci values 

in the T. 

2. For each 𝑐𝑖 = 0, algorithm B terminates the process and returns failure 
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3. For each 𝑐𝑖 = 1, algorithm B calculates the signature by  𝑦𝑖 = 𝑔𝑟, assume 

𝑆𝑖 = (𝑔𝑟)𝑠𝑘. (𝑔𝑎)and produces the signature 𝑆𝑖 = 𝑔𝑠𝑘𝑖(𝑟𝑖+𝑎𝑖)  and sends the 

signature to algorithm A. 

Forgery: Algorithm A generates and returns a forged proof 𝑃∗ = (𝑆∗, 𝑝𝑘∗) to 

algorithm B. Algorithm B checks the values 𝑐𝑖 in the 𝑇, if 𝑐𝑖 = 0, 𝐻(𝑚𝑖) =

ℎ. 𝑔𝑟. Assuming the adversary response  𝑃∗, Equation (4.17) is written as 

follows:  

𝑒(𝑆∗, 𝑔) = 𝑒(∏(𝐻(𝑚𝑖). 𝑉𝑖  , 𝑝𝑘𝑖
∗)

𝑘

𝑖=1

,                                                              (4.10)    

According to the game, 𝑝𝑘𝑖  ≠ 𝑝𝑘𝑖
∗
. Let Δ 𝑝𝑘𝑖 = 𝑝𝑘𝑖

∗
− 𝑝𝑘𝑖 and by dividing 

Equation (4.10) of forged proof with Equation (3.3) to get Equation (4.11). 

𝑒(𝑆∗𝑆−1, 𝑔) = 𝑒(∏ (𝐻(𝑚𝑖). 𝑉𝑖  , 𝑝𝑘𝑖
∗. 𝑝𝑘𝑖

−1
)

𝑘

𝑖=1

,                                         (4.11)    

𝑒(𝑆∗𝑆−1, 𝑔) = 𝑒(∏(h. 𝑉𝑖 , Δ𝑝𝑘𝑖)                                                                  (4.12) 

𝑘

𝑖=1

 

Depending on the bilinear mapping, the following equation can be obtained: 

𝑒(𝑆∗𝑆−1, 𝑔) = 𝑒(ℎ, Δ 𝑝𝑘𝑖). 𝑒(𝑔𝑎𝑖 , Δ𝑝𝑘𝑖)                                                      (4.13)    

𝑒(𝑆∗𝑆−1 𝑝𝑘−𝑎𝑖 , 𝑔) = 𝑒(ℎ, 𝑔𝑠𝑘)                                                                      (4.14)  

The above equation can be modified more clearly as follows: 

𝑒(𝑆∗𝑆−1 𝑝𝑘−𝑎𝑖 , 𝑔) = 𝑒(ℎ𝑠𝑘, 𝑔)                                                                     (4.15)          

So, we can derive from Equation (4.15) that ℎ𝑠𝑘 = (𝑆∗𝑆−1 𝑝𝑘−𝑎𝑖), 

therefore ℎ𝑠𝑘 is computable or CDH problem is solvable in 𝐺. To complete the 
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proof of Theorem 4.2 by demonstrating that algorithm B solves CDH problem 

with probability 𝜖′ ≥ (1 (𝑞𝑠 + 1)𝑒)𝜖⁄ . So, algorithm B succeeds if the 

following three statuses are fulfilled: 

S1. Any signature query from algorithm A does not stop algorithm B. 

S2. Algorithm A generates a valid forged signature. 

S3. Statuses 𝑆1 and 𝑆2 occur together. 

Whereas, the probability of algorithm B will succeed is shown in Equation 

(4.16) [33]. 

𝑃[(𝑆1) ∩ (𝑆2) ∩ (𝑆3)] = 𝑃[(𝑆1). 𝑃[(𝑆2)|(𝑆1)]. 𝑃[(𝑆3)|(𝑆1) ∩ (𝑆2)]]        (4.16) 

Claims 

The next claims give a lower bound for each of the above terms. 

1. The probability that any signature query by algorithm A does not stop 

algorithm B is at least 1 𝑒⁄  therefore, Probability [𝑆1] ≥ 1 𝑒⁄  . 

2. The probability that B will not stop afterward signature queries from A and 

algorithm A is generating a valid forged signature. That is, Probability 

[(𝑆2)|(𝑆1)] ≥ 𝜖. 

3. The probability that algorithm (A) generates a valid forgery after status S1 

and S2 and algorithm B has not stopped is at least 1 (𝑞𝑠 + 1)⁄ . Hence, 

Probability [(𝑆3)|(𝑆1) ∩ (𝑆2)] = 1 (𝑞𝑠 + 1)⁄  . 

Proof: As explained above, the probability [𝑐𝑖 = 1] = (1 − 1 (𝑞𝑠 + 1))⁄  

therefore, the probability of (B) will not stop is (1 − 1 (𝑞𝑠 + 1))⁄ . Therefore, 

the probability that B will not stop after the signature queries from algorithm A 

is at least (1 − 1 (𝑞𝑠 + 1))𝑞𝑠⁄ ≥ 1 𝑒⁄  . All replies to queries of signature are 

valid, so, algorithm A will generate a valid signature with a probability of at 
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least ϵ thus Probability [(𝑆2)|(𝑆1)] ≥ 𝜖. Given that the 𝑆1 and 𝑆2 states occur, 

Algorithm B will only stop if Algorithm A produces a forgery with 𝑐 = 1 in 

the 𝑇. If algorithm A does not query the signature, algorithm B gives 𝐻(𝑚𝑖) to 

algorithm A depending on the value of 𝑐𝑖 . Since Algorithm A cannot issue a 

signature query, this means that Algorithm A cannot know the value of c and 

thus Probability [𝑐 = 0|𝑆1 ∩ 𝑆2] = 1 (𝑞𝑠 + 1)⁄ . After we use the bounds of the 

above claims in Equation (4.16), therefore, we get the following equation. 

ϵ′ ≥ [[
1

𝑒
 ] . [𝜖]. [

1

𝑞𝑠 + 1
]]                                                                                      (4.17) 

This demonstrates that B yields the right answer with a probability of at 

least  ϵ′ ≥ (1 (𝑞𝑠 + 1)𝑒⁄ )𝜖. Additionally, the time required to solve the CDH 

problem by algorithm B is calculated as: 

1. The execution time of algorithm B is equal to the execution time of 

algorithm A plus response time to (𝑞ℎ  + 𝑞𝑠) of Query (hash) plus response 

time to (𝑞𝑠) of Query (signature).  

2. The calculation time for the exponential operation is 𝑡𝐺  for each query in 

group 𝐺 . 

The total time required to solve the problem of CDH by algorithm B 

is 𝑡′ ≥ 𝑡 + 𝑡𝐺(𝑞ℎ  + 2𝑞𝑠), now the proof of the theorem (4.2) is complete. 

4.2.4 Privacy-Preserving Guarantee 

This subsection demonstrates that the proposed system does not contain any 

information leakage so that the attacker cannot have any knowledge during the 

audit process. This process is caused by a challenger such as a cloud server and 
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by an adversary such as a malicious TPA. To prove this, we follow the steps 

below. 

1. When adversary received metadata (𝐸𝑖𝑛𝑓𝑜 = 𝑉𝑖 , (𝑚𝑖)), where 𝑉𝑖 = 𝑔𝑎𝑖, 

from the user, the adversary selects randomly different name blocks 

 (𝑚1, … . . , 𝑚𝑘), for the challenge. 

2. The adversary generates a challenge 𝑄 = {𝑖, 𝑞𝑖}[1≤𝑖≤𝑘] for the challenged 

blocks and sends 𝑄 to challenger request proof. 

3. The challenger generates proof  𝑃 = (𝑆, 𝑝𝑘) for the blocks challenged and 

sends it to the adversary. 

In the proposed signature system, Hash (𝐻) is an anti-collision hash 

function. The adversary checks the integrity of the blocks stored in the cloud 

by calculating the hash function (𝐻(𝑚𝑖))  for the names of the blocks that are 

challenged. After that, the validity of the data is verified through Equation 

(3.3), therefore, the malicious adversary cannot find out any information about 

the data through the signature (𝑆), which effectively guarantees user data 

privacy. On the other hand, once the user configures the parameters, the system 

verifies all the specified parameters and validates the appropriate adversary 

protocol and blocks the unauthorized adversary by using the (ABP) to improve 

authentication from an untrusted adversary from entering the system and thus 

the privacy-preserving of the proposed system is ensured. 

4.2.5 Confidentiality Guarantee 

When dealing with cloud computing, the user's data must be kept 

confidential from both the CSPs as well as from other data users. Meanwhile, 

the data that is stored in cloud computing, which is managed and controlled by 

honest, but inquisitive providers, the security problem remains one of the 
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biggest worries. The proposed system applies a solution to the problem of 

confidentiality and privacy by relying on strong protection. Encryption is an 

assurance of data confidentiality to store data and recover it from the cloud 

securely. A better encryption technique should be sensitive to plain text and 

also be sensitive to the key. First of all, the user divides the data file (𝐹) into a 

set of data blocks (𝑏1, … . 𝑏𝑛), then these blocks are encrypted with the AES 

algorithm to achieve data confidentiality. We know that the key to the AES has 

the same length as the plaintext, it shows that this key can resist a brute force 

attack, while the correct and wrong keys have only 1 bit of difference. The 

results reveal that at the time of decryption, even if the wrong key is used, 

which slightly differs from the correct key, a significant difference is found 

between the original data and encrypted data. That is, using the wrong data 

cannot restore the original data, thus resulting in complete decryption failure. 

Hence, the AES algorithm is proven to be sensitive to plain text. This ensures 

that the proposed system achieves data confidentiality and guarantees the 

security of data. 

4.2.6 Security Guarantee of Batch Auditing 

The process of verifying the batch in the proposed system depends on the 

total signature. Therefore, the issue of storage security and privacy protection 

for multiple user files in the batch verification is itself considered as one file 

security. Thus, the storage security and privacy preservation of the individual 

user file are ensured in the verification process. Likewise, it also checks for 

multiple files. Therefore, the security of batch process verification is also 

guaranteed. 
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4.2.7 Resistance to Attacks 

a. Resistance to Side-Channel Attack 

In a side-channel attack, hackers and malicious users are used to placing a 

malicious or unauthorized virtual machine (VM) on the same host to get any 

confidential information. In the proposed system, anyone is authenticated as a 

user trying to access the system based on the username and password that is set 

by the admin in charge of the system. Thus, cloud computing will send the 

required data only to the trusted user who is authorized to deal with the system 

and to carry out the operations that the user requests based on his acceptance of 

access. Therefore, the system is protected from the privacy threat. 

b. Resistance to Malware Injection Attack 

In malware injection, malicious users and attackers inject malicious scripts 

into the cloud computing server and when this code runs in the cloud 

computing server, they access confidential data from the cloud computing 

servers. Sometimes this type of injection is not noticed for a long time, which 

makes it critical in the cloud. In the proposed system, the data owner encrypts 

the data using AES, meaning the owner stores his data in an encrypted form in 

the cloud. Therefore, if an attacker tries to gain access to any data by injecting 

malware, he still cannot decrypt the data content. As such, the proposed system 

can be safe and protected from this attack. So, the proposed system is secure 

from the privacy threat. 

c. Resistance to Integrity Attack 

    One of the attacks we take into account is the integrity attack in which the 

attacker observes signatures, data and the public key. The key purpose of this 

attacker is to offer legitimate proof of data forgery. In the CDH assumptions, 
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the proposed system assurances integrity protection for cloud data and this is 

done by analyzing the security of the suggested system over a game between 

adversary and challenger as presented in subsection (4.2.3). 

4.3 Performance Analysis 

Another important measure is to evaluate the efficiency in terms of 

performance analysis of the proposed system so that we can prove the 

performance of the system in all its sides, from the user side, the auditor side, 

in addition to the cloud service provider side. In the current section, we will 

evaluate the performance of the proposed system in terms of a communication 

cost and computation cost, as follows: 

a. Computation cost: The cost of generating keys and signatures, also, to 

upload and download blocks from the cloud by the user, the cost of creating 

the proof by CSP, and the cost of verifying the proof by the TPA. 

b. Communication cost: The data size and bandwidth of the communication 

between the TPA and the CSP. 

The proposed system was implemented in Python with an Intel (R) Core i5 

CPU at 3.60 GHz and 8.00 GB of RAM. To test the performance of the 

suggested system, the Berka dataset [62] is used. The Berka dataset is a 

collection of financial information from a Czech bank. As for the 

implementation of the proposed system and testing the system functions, we 

rely on the data set for the original file, so that the user splits the file into a set 

of blocks from (100 blocks) to (500 blocks) so that the block size is (1 

kilobyte) in our tests. Additionally, the proposed system uses the Dropbox 

cloud system to deploy our data and to test the proposed system.  
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4.3.1 Computation Cost 

The computational cost of the proposed system is calculated in the three 

sides which include the user side, the TPA side and the CSP side. So the 

implementation of the proposed system is tested in all its details to achieve 

security and efficiency through the proposed algorithms.  

On the user side, Figure 4.1 shows the split data with the different numbers 

of the data block.  From Figure 4.1, we can see that it takes less than 0.2 

seconds to split the data of 100 blocks of the proposed system. After split data 

into several blocks, these blocks are encrypted using the AES algorithm to 

ensure confidentiality. Figure 4.2 shows the computational cost of user-side 

encrypting, with different sizes of proposed system data contents compared to 

Shinde et al. [58]. From Figure 4.2, we can see that it takes less than 0.20 

seconds to encrypt the data of 500 KB into the proposed system, while in [58] 

it takes 0.57 seconds. Therefore, the cost of the proposed system crypto 

expense is still attractive because it gets better data security for outsourcing and 

is not deserving the user's resources, with lower computational cost and this 

ensures the efficiency of the proposed system.  
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Then the user generates the keys and signatures, so we can notice that when 

(100) blocks are selected, the key generation is fast which costs 0.016 seconds. 

Whereas, signature generation takes longer per block of data. The time cost of 

producing signatures for 100 block data files is 0.067 seconds. On the other 

hand, the proposed system checks the key generation and signatures by 

changing the file size from 100 to 500 blocks and recording the time of this 

process. As estimated to produce signatures for a specific file, they increase 

roughly linearly as the file size increases. Figure 4.3 and Figure 4.4 provide 

more details of keys and signatures that were generated. 

Figure 4.2: The computation 

cost of encryption 

Figure 4.1: The computation 

cost of split data 
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While on the auditor's side it generates a challenge in addition to the audit 

process. Whereas only on the server-side is the proof generation process. We 

can note that the challenge generation is fast as it costs 0.028 seconds for 100 

KB. Whereas, response and check proof take longer. Next, we increased the 

number of challenge blocks from 100 to 500 to achieve the cost of time. As 

shown in Figure 4.5 and Figure 4.6, the cost of time to generate challenge, 

response and check proof increase with the number of challenges. This is 

suitable for experimental analysis because while the number of challenged 

blocks is rising, random values must be certain in generating challenges, plus 

the cloud has increased computations while the auditor has more processes.  

 

Figure 4.3: Keys generation 

time 

  Figure 4.4: Signatures generation 

 time 
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Table 4.1 demonstrates the comparison of the proposed system of remote 

data integrity checks, in terms of (server computation and auditor computation) 

with the systems [8, 61]. It is clear from Table 4.1 that the proposed system 

performs better and is more suitable for the data integrity scenario in both the 

server computation and the auditor computation compared to the other systems.  

Table 4. 1: Comparison of remote data integrity checking 

 The proposed system [8] [61] 

Server computation 0.0039 0.0065 0.4010 

Auditor computation 0.0019 1.1543 0.1250 

Finally, after the user downloads the blocks from the cloud, he decrypts the 

blocks first and then merges the resulting blocks to get the original data file. 

From Figure 4.7, we can see that the data decrypting process takes about 0.22 

seconds to decrypt 500 KB into the proposed system, while in [58] it takes 1.09 

seconds to decrypt the data. Therefore, the cost of decrypting data in the 

Figure 4. 5: Times of generating  

proof 

 

Figure 4.6: Times of generating 

challenge and check the proof 
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proposed system has a low computational cost. While Figure 4.8 shows the 

process of merging the blocks resulting from the decoding process and 

obtaining the original data file. 

In terms of data dynamics, the proposed system can calculate the 

computation cost of inserting a new block. The user encrypts the new block (1 

kilobyte) of the same dataset by the encryption algorithm (AES), which is to be 

inserted into the specified location in the user's data file in cloud computing. 

Then the user creates the private key (𝑠𝑘) and the public key (𝑝𝑘) and 

generates the signature (𝑆) for this encrypted block. This is in addition to 

creating the metadata (𝐸𝑖𝑛𝑓𝑜) for it. So, the computation cost of encrypting the 

chosen block was (0.017), while the computational cost of generating keys and 

generating the signature was (0.012) (0.015) sequentially.  

While, if the user wishes to modify their block, he will initially send a 

request to the cloud by downloading the block to be modified. After 

downloading the block from the cloud the user will encrypt the modified block 

Figure 4.7: The computation cost of 

decrypting 

Figure 4.8: The computation cost of 

merging blocks 
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and generate the private and public key as well as generate the signature for 

this block. Additionally, the user updates the metadata for this updated block 

before sending it to the cloud. It can be realized that the encryption time, 

generation of keys time and signature are the same in the process of inserting 

the block into the cloud. Whereas, if the user wishes to delete a certain block, 

then it sends a request to the cloud. The time spent on this process is on the 

CSP side, so it initially searches for the block to be deleted and takes (0.87) a 

second, in addition to the deletion process which takes (1.15) seconds.  

4.3.2 Communication Cost 

Communication costs are due to sending data to the cloud, recovery of data 

from the cloud, the response of challenge to auditing. As explained in Section 

4.2, the proposed system contains random blocks that the TPA chosen to 

challenge because the audit process only contains double submissions, the first 

one is for challenge blocks, which is represented as 𝑄 = {𝑖, 𝑞𝑖}  in the 

challenging part, the cost depends on the blocks 𝑛 that the TPA has sent for the 

audit and the second for its response, in proof  𝑃 = {𝑆, 𝑝𝑘}, so the cost of 

communication will be 𝑂(𝑛). This subsection performs some experiments to 

calculate the times required to upload and download files from the cloud. After 

splitting the data file into a set of blocks and then encrypting the resulting 

blocks, we send the encrypted blocks to the cloud. As such, to present results 

for uploading and downloading, Fig. 4.9 and Fig. 4.10 illustrate this. 
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    From Figure 4.9 and Figure 4.10, we note that the average communication 

time is stable with few block sizes. However, this load increases gradually. We 

also conclude that the time required to upload blocks of data is less than the 

time taken to download these blocks. Thus, we note that the time required to 

upload and downloading blocks from the cloud increases proportionally with 

the number of blocks. In terms of dynamic data, the communication cost 

required to upload a new block to the cloud with size (1 kilobyte) takes (0.42) 

seconds. Where the communication cost required to download the block from 

the cloud, is (0.61) seconds.  

4.4 Summary 

This chapter evaluated the performance of the proposed system based on 

two measures, namely a security analysis and a performance analysis. The 

extensive security and performance analysis shows that the proposed system is 

very secure and effective. 

Figure 4.9: The upload blocks Figure 4.10: The download blocks 
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CHAPTER FIVE  

CONCLUSION AND FUTURE WORK 

5.1 Conclusion 

In this thesis, we discussed the issue of ensuring the confidentiality and 

integrity of data in cloud computing. We introduced security issues in cloud 

computing and declared that data security has become a major obstacle in the 

cloud. Several researchers have discussed this issue and provided some 

solutions to ensure the integrity of the data stored in the cloud. Most of the 

previous work takes into account static data files and does not support dynamic 

data processing or batch auditing as well as the introduction of large 

computation and communications costs. Therefore, this thesis proposed a 

privacy-preserving public auditing system for data storage in the cloud 

environment based on the BLS signature. The proposed system can conclude 

the following:   

a. The proposed system achieved data confidentiality in cloud storage 

environments by encrypting the data before sending it to the cloud using the 

AES encryption algorithm.  

b. The proposed system enhanced the level of authentication for security by 

the ABP to protect the proposed system from unauthorized TPA. However, 

the TPA should not be procrastinating or delay of the verification. 

c. The proposed system has been proven secure in a random oracle model 

assuming the stability of the CDH problem.   
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d. The proposed system also has been proven efficient via performance 

analysis, as well as compare with related systems. 

e. Further, the proposed system extended to support the batch auditing 

process, where the TPA handles multiple authorization audits from multiple 

users simultaneously to increase the efficiency of the auditing system. It 

also has supported data dynamic operations in terms of addition, deletion 

and modification for more efficiency. 

f. The proposed system formally proves the computation cost of 

authenticating the integrity of data is low for the auditing process, since the 

authentication signature holds only one element, therefore the storage and 

transmission cost of the signature can be reduced.  

g. The results show that the proposed system has a low computational cost and 

communication cost. 

5.2 Future work 

As future work, we envisage to deep into the proposed system as follows: 

a. The proposed system can detect any attempt that breaches the integrity of 

the original data stored in cloud computing. However, the necessity to 

restore the data to its original state after any tampering or breach of it 

remains an important matter for future work. 

b. Future efforts can be extended to support auditing for the multi-cloud 

environment. 

c. Regarding the data deduplication, we advise extending the proposed system 

to support the data deduplication more efficiently. 

d. To avoid procrastination or delay in verification by the TPA, we propose as 

a future work the use of blockchain technology to solve this issue. 
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 الُمستخلص

الحوسبةالسحابيةهينموذجيمّكنالمستخدمينمناالستفادةمنخدماتتخزينالبياناتعنبُعدفي

 المستخدمون يفتقر ، السحابية للحوسبة المزايا هذه كل مع للبياناتالسحابة. المادية الحيازة إلى

بحيثيمكن.الخارجية،وهذاممازادمناهميةعمليةالحفاظعلىسريةالبياناتالمخزنةفيالسحابة

بشأن إلىجانبتقليلمخاوفهم منالتخزينالمحلي، إلىالتخزينالسحابيبدالً للمستخدميناللجوء

أصبحمفهوميالسريةوسالمةالبياناتلذلكةالخاصةبهم.مةبياناتالسحابالحاجةإلىالتحققمنسال

لكألنأحدافتراضاتنماذجعاليةأداءاألنظمةالسحابية.وذتحديانيؤثرانبشكلمباشرعلىأمانوف

اليمكنالوثوقبهمتماًما.ركزتهذهاألطروحة (CSPs) التهديدهوأنمزوديالخدماتالسحابية

معاالنتباهإلىجانبينمنمخاوفأمنالبيانات،الجانباألولالتحدياتهذهعلىهدفالتغلبعلى

معنيبالحفاظعلىسريةالبياناتلهذايجبتخزينالبياناتفيشكلملفمشفر.بينماالجانبالثاني

التحققيهتمبالتعاملمعإثباتقلقحيازةالبيانات.لذلك،يجباالعتمادعلىطريقةتدقيقفعالةلضمان

علىالتخزينللبياناتة،مععدماالحتفاظبأينسخيالسحابالحوسبةيلبياناتمستخدمعنبعدالدوري

والتدقيقمستوىاألمان،منحيثللتغلبعلىهذهالتحديات،وهذايحققالجوانباألساسيةيالمحل

العام،واألداءالفعال.وبماانتدقيقالتخزينالسحابيالعامهواحدهذهالجوانباالساسية،وهذامما

 السحابةجعل الثالثمستخدموا الطرف مدقق على البيانات(TPA)يعتمدون سالمة من للتحقق

تالمستخدمينواللخصوصيةبياناالسحابية.لكنعمليةالتدقيقهذهيجبأالتحققأيثغراتأمنية

.ت اإلنترنت عبر إضافي عبء أي موثوقيةوفرعليهم لزيادة توفيرالية علىوتحافظ TPAفيجب

لذلك.  خصوصيةبياناتالمستخدمينالمخزنةعلىالسحابة الرسالةقترحت، للتدقيقهذه فعااًل نظاًما

،لضمانالتدقيقالعام Boneh-Lynn-Shacham (BLS) علىتوقيعالعامللبياناتالسحابيةيعتمد

وعمليات دفعات على تدقيق عمليات أيًضا المقترح النظام يحقق البيانات. خصوصية على والحفاظ

ديناميكيةللبيانات.إلىجانبذلك،يعززالنظامالمقترحمستوىالمصادقةاألمنيةمنخاللبروتوكول

تحليلاألمانواألداءامامنناحيةغيرالمصرحبه. TPA النظاممنلحماية (ABP) الحظرالتلقائي

 افالشامل للغايةأن وفعال آمن المقترح وأمفهولنظام كفاءة أكثر السابقة.يعتبر باألعمال مقارنة انًا

،وهيعبارةعنمجموعةمنالمعلوماتالماليةمن (Berka) النظامالمقترحمجموعةبياناتستخدما

Czech)بنك السحابية البيانات تدقيق معدل كان العامة100(. النفقات حيث التكاليفمن وبأقل ٪

.للحسابواالتصال



 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 جمهورية العراق

 وزارة التعليم العالي والبحث العلمي

 جامعة ديالى

 كلية العلوم

 قسم علوم الحاسوب

يعتمد على نظام تدقيق عام آمن وفعال للتخزين السحابي 

 وبروتوكول الحظر التلقائي BLS توقيع

  ةرسال

نيل  تتطلبامن مء زديالى كج ةعمجا –العلوم  ةكلي –علوم الحاسوب  مالى قس مقدمة

 اجستير في إختصاص علوم الحاسوبمال ةدرج

 من قبل

 بيداء عبد الرحمن جليل ابراهيم 

 بإشراف

.د. طه محمد حسنأ  

م2021                                               هـ                                1442  


